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Bitcoin02

i 18)

Create 25 coins and credit to AliceasserTeD BY MINERS

Transfer 17 coins from Alice to Bobsignepalice)

Transfer 8 coins from Bob to Carolsignepgob)

Transfer 6 coins from Carol to Alicesignep(carol)

e>

Transfer 15 coins from Alice to Davidsignepatice) 200
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Bitcoin02

i 18)

Inputs: @
Outputs: 25.0->Alice

Inputs: 1[0] Qhaﬁe address>

Outputs: 113?Bob, 8.0->Alice

SIGNED(Alice)

finite scan to
check for validity

Inputs: 2[0]

Outputs: 8.0->£€arol, 9.0->Bob

——————

SIGNED(Bob)

Inputs: 2[1]
Outputs: 6.0->David, 2.0->Alice

’ca

SIGNED(Alice)
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<s1g>
OP_DUP <pubKey>
OP_HASHI60 e
69¢02e18... OP_DUP
OP_EQUALVERIFY OP—hHKASg ‘6:‘)
. . . <pubKeyhlash?>
; KSIG :
e ST OP_EQUALVERIFY
R OP_CHECKSIG
<pubKeyHash?>
<pubKey> <pubKeyHash> <pubKeyHash>
<pubKey> <pubKey> <pubKey> <pubKey> <pubKey>
<sig> <sig> <sig> <sig> <sig> <sig> true

<sig> <pubKey> OP_DUP OP_HASH160 <pubKeyHash?> <OP_EQUALVERIFY> OP_CHECKSIG
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Bitcoin02

: I’m ready to pay for my purchases!

>

Cool! Well we're using MULTISIG now,
so include a script requiring 2 of our 3
account managers to approve. Don’t
get any of those details wrong. Thanks
for shopping at Big Box!

I’'m ready to pay for my purchases!

>

Big Box

Big Box

<
Great! Here’s our address: 0x3454
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~  "hash":"5a42590fbe0a%0ee8e8747244d6c84f0dbla3a24e8f1b95b10c9e050990b8b6b",
"ver":1,

win S2%aZ,

"vout_sz":1,

"lock_time":0,

"size":404,

g f b |

{

JCEHE <

DY

“prev_out":{
"hash":"3be4ac9728a0823cf5e2deb2e86fc0bd2aa503a91d307b42ba76117d79280260",
lln" :0
}s
"scriptSig":"30440..."

o }s
SIA < (

“prev_out":{
"hash":"7508e6ab259b4df0fd5147bab0c949d81473db4518f81afc5c3f52f91ff6b34e",
llnll :0

}

"scriptSig":"3f3a4..."

}

. ])
[€ =out=sl
{
"value":"10.12287097",

"scriptPubKey":"OP_DUP OP_HASH160 69e02e18b5705a05dd6b28ed517716c894b3d42e
OP_EQUALVERIFY OP_CHECKSIG"

b
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Bitcoin02

"prev_out":{

"hash" :“000000..... 0000000 " ,
"n":4294967295
}s
“COLNDASE™E™ « wse
¥
|
"OUt n : [
{
"value":"25.063371419",
"scriptPubKey"”:"OPDUP OPHASH160 ... ”
}
]
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1 <4 Hello World! I'm
ready to Bitcoin!
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> Alread
y
< heard that!
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Bitcoin02

<>
1
Block 23

That's ,
crazy talk!! That's
crazy talk!!
<>
| found a nifty <>
6 24 new block!
Block 23 2
Block 23

24

[ PROBLEM: Old nodes will never catch up ]

h&E vs. 58
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Hot storage Cold storage

N

online

hot secret key(s) payments
e rmmm

cold address(es)

offline
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® 107 : FERRENS

® IM: — TR/

® 2hER: BTIR

® |00M satoshi: BT

® 2IM: LEYsTHEE

® 50, 25, 12.5....: 1ZH Kb

® 250bytes: BT IS

® 7325 : B (visa 2FEII173, Paypal 50-100)
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(B) BiTcoln Bitcoin

Peer-to-Peer Electronic Cash
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The DAO X:H

ethereum ETHEREUM
classic
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Welcome! | Silk Road

€ @ S

Silk Road

anonymous marketplace

_search | | W(0)

shop by category:
Drugs(1249)
Cannabis(410)
Ecstasy(86)
Dissocatives(47)
Psychedelics{142
Opeoids(92)
Stimulants(107)
Other(150)
Benzos(96)
Lab Supples(23)
Digtal goods(93)
Serwes(107)
Money(71)
Weaponry(9)
Home & Garden(4)
Food(1)
Electronics{11)
Books(76)
Drug
paraphernalia(46)
XXx(48)
Medical(3)
Computer
equipment(19)
Art(1)
Apparel(8)
Sporting goods{3)
Tickets(1)
Forgenes(13)
Fireworks(2)

-
w3

e Site ghitches

¢ Missing deposits
e Site restored

19 Tangerne Kush NN- DMT YELLOW Barcode Manipulation e Forum bugs
Bubble Hash CLASSIC (S00mQ) scam keeping addressed
B60.96 819.39 B2.31

¢ Pricing and hedging
improvements

¢ Escrow hedging
update

e New feature to help
protect sellers

3.50 OG Xush MOMA and MDEA mixure  Guemnila Warfare Book's ¢ Seller ranking and
1 gram feedback overhaul
B822.17 B23.44 B0.46

co~codamol 30mg CASH BLOWOUTI *Super BOMB™ Jolly
codeine / S00mo vendors, SYG s Rancher 1/8

B84.59 80.01 824.20

EE s acit § o B B

weicome IIEEREGEGG_
messages(0) | orders(0) | account(B0.00) | settings | log out
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The Right to be Let
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Before the Fall of the Berlin Wall
b East Germany's Secret PS¢ -fitime.com
I Listened to Your Secrels.

OTHERS2Y,

A TERRIFIC TALEl 'As tlmely asitis tlmeless'

- Joseph Morgcnslem The Wall Street Journaf“-

WRITTEN AND DIRECTED BY
FLORIAN HENCKEL VON DONNERSMARCK

-
\ l
\

ACADEMY
AWARD"®

BEST FOREIGN
LANGUAGE FILM
2006
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Cambridge
Analytica

Go 816:

Don't be evil.
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Bitcoin02

Name Age Gender State of domicile Religion Disease

Ramsha 29 |Female | Tamil Nadu Hindu Cancer %& j:E ‘ %
Yadu 24 Female Kerala Hindu Viral infection
\
Salima 28 | Female Tamil Nadu Muslim | TB Hyﬁ & == I/:I\
sunny 27 | Male Karnataka Parsi No illness
Joan 24 Female  Kerala Chrictian | Heart-ralatad
Bahuksana 23 Male @ Name Age Gender State of domicile Religion Disease
Rambha 19 'Male = 20 < Age <30 Female | Tamil Nadu * Cancer
Kishor 29 | Male ) ) )
* 20 <Age =30 Female Kerala * Viral infection
Johnson 17  Male
John 19 Male | 20 <Age =30 Female Tamil Nadu * B
* 20 < Age =30 Male Karnataka * No iliness
* 20 <Age =30 Female Kerala * Heart-related
* 20 < Age =30 Male Karnataka * B
* Age =20 Male Kerala * Cancer
* 20 < Age =30 Male Karnataka * Heart-related
* Age <20 Male Kerala * Heart-related

* Age =20 Male Kerala * Viral infection
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Mix 1 Mix 2 Mix 3
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Single
transaction
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ARVIND NARAYANAN

JOSEPH BONNEAU ’
EDWARD FELTEN

ANDREW MILLER

STEVEN GOLDFEDER ‘

BITCOIN AND -~
CRYPTOCURRENCY
TECHNOLOGIES
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1432 IEEE COMMUNICATIONS SURVEYS & TUTORIALS, VOL. 22, NO. 2, SECOND QUARTER 2020 . =
1. XE#E

A Survey of Distributed Consensus Protocols > FEUHE

for Blockchain Networks N
Yang Xiao , Student Member, IEEE, Ning Zhang ~, Member, IEEE, Wenjing Lou ~, Fellow, IEEE, 3 . ﬁ?j_:;% I‘Dj
and Y. Thomas Hou ', Fellow, IEEE
4. Fir B PRk
mre S
5. —RiEX

COMST’2020

https.//ieeexplore.ieee.org/abstract/document/8972381 = %
E B L1252
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