T Security Is From Mars,
Software Security Is From Venus
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Business risk analysis: Information-security
professionals know security impacts firsthand
for similar business applications and can thus
provide answers to questions on incident

COSLS.

They perform overall risk analysis for
the whole organization, but these
are often considered by developers
to be irrelevant for the development
projects.

Several organizations do risk analysis related
to development projects, but these do not
necessarily cover security risks. Only a few
have clear routines to do software-security
risk analysis related to the development
projects.
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S4B B (Spoofing)

Z ¥ (Tampering)

X #i(Repudiation)

{5 Bt EE (Information Disclosure)
1546 BR 55 (Denial of Service)
HEAIR F+(Elevation of Privilege)
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THE -
SYSTEM O_ubm«m.:zm System
assword management
Jail breaking / rooting
OS data caching
THE Data access

_Um<_0m Carrier-loaded software

Zero-day exploit
THE

BACKEND

Browser Application

Phishing Sensitive data storage

Framing No / Weak encryption

Click jacking Improper SSL validation ok Web Server Database

Man-in-the-Mobile Configuration manipulation Platform vulnerabilities SQL injection

Buffer Overflow Runtime injection - Server misconfiguration Privileges escalation

Data Caching Privileges escalation \ Cross-site scripting Data dumping

Device access Cross-site request forgery OS command execution

Weak input validation
Brute force attacks

Phone / SMS

Baseband attacks
SMS phishing

Communication Channels
No / weak Wi-Fi encryption
Rogue access point
Packet sniffing
Man-in-the-middle
THE Session hijacking

NETWORK DNS poisoning

Fake SSL certificate
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03 R/ VFFRIPTCB ( Trusting Computing Base )
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Trusted Components

Ring 3 App nwmwmq App Enclave App qﬁwwma
.......................................... e e———— 1] V ¥ VM,
0s 0s os || Trusted
LT O
Hypervisor Hypervisor Hypervisor
Hardware CPU Intel SGX ARM TrustZone AMD SEV
(a) (b) (c) (d)

|BC AL Intel SGX ARM TrustZone ARM SEV
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Ensemble Layer Output Layer

/ External Libs / / Kitsune /
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Feature Extractor (FE) Feature Mapper (FM) Anomaly Detector (AD)

A KitNET .

Packet Capturer Packet Parser




Q/»_ Kitsune Feature Extractor (FE)
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Kitsune Feature Extractor (FE)

5 Types of Stream:s:
Potentially thousands of streams... Packet Sizes between
5 inc-stats each 4={5,3,1,.1,.01} two IPs [7]

Packet Sizes from a MAC-IP[3]

Packet Sizes from an IP [3]

Dest. 2

stween R
wo Sockets [7]

Jitter of the fraffic
from an IP [3]



Q/»_ Kitsune Feature Mapper(FM)
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Thank you!
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minAH; RERAEh; 12 Encrypt; A4Hp, s
fE%Decrypt; AHHINZFEPub; FAEHEZEPri

WHE E—RERNZENEINZEME: Pub p(incorrectPwd)
WEAERZEESEA{E: h(H(pwd))
B HRIS A EMERS: Encrypt H(pwd)(s)

while(ClientLogin(inputPwd)):
if(h(H(inputPwd)) == h(H(Pwd))):
currentS = Decrypt H(inputPwd)(s);
currentincorrectPwd = Pri currentS(Pub

p(incorrentPwd));
calculateDistance(Pwd, incorrentPwd);

erase(incorrentPwd);
else:

Pub p(incorrentPwd);
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amazon alexa

AQ

Dangerous Skills: Understanding and Mitigating Security Risks of
Voice-Controlled Third-Party Functions on Virtual Personal Assistant Systems

LR £ 2001210668



Voice Assistant Devices

Alexa, play Today’s Hits
on Pandora

Alexa, turn on Living
Room lights

Alexa, ask PayPal to send
10 dollars to Sam

Alexa, ask Medical
Assistant to give me my
diagnosis




How it works?

Alexa, play Today’s
Hits on Pandora

Alexa, turn on Living
Room lights

Alexa, ask PayPal to
send 10 dollars to Sam




Smart Enough to be Secure?
Not Yet



Voice Squatting

turn on the
light please

5 R BT AR R, BRI T Al

Alexa, turn on the light

_ , turn on the
Wy ight

turn on the
knight
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Voice Masquerading
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Yes, | am PayPal, give

Alexa, open PayPal
please
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me your credentials




Defense—VSA

\' B S 4 P 4 B BB (CIN)

. . Om:mﬂmﬁmo_zfﬂoﬂmmos . . .
Collect Available Skills ‘ S Identify Competing Skills

Invocation names
on the market

_

Invocation name wﬂ e 1— wﬁ Pronunciation 1_ CINs onthe
F Paraphrasing h F comparison h market

Alexa: 19, 670
Google: 1001
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Invocation names
on the market

_

Invocation name cnmﬂmsn.m _qusc:n_m:o:
Paraphrasing comparison

Capital One KAEPIHTAHL.WAHN .
Capital One =———s Oo_o:o_ One please - — Captain One
Capital One app

The Capital One
Captain One

CINs onthe
market
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Guess Game
Web Service

UIC: User Intention Classifier SRC: Skill Response Checker
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Defense—VMA

Invocation name
of other skills

System
commands

For context switch

User Request —p Sentence Embedding Classifier

/
\

For current skill

Request and Skill Description

response of
same session

User Intention Classifier (UIC)
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Skill Response 7 s Hmmsﬁm:nm Embedding H\

X
!

\ # —
System Response

Empty Response 7

Skill Response Checker (SRC)
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