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Bitcoin

bitcoin:1GdK9UzpHBzqzX2A9JFP3D14weBwqgmoQA?
amount=0.015&

label=Bob%27s%20Cafe&
message=Purchase%20at%20Bob%27s%20Cafe

A bitcoiln address: "1GdK9UzpHBzqzX2A9JFP3D14weBwqgmoQA"
The payment amount: "0.015"

A label for the recipient address: "Bob's Cafe”

A description for the payment: "Purchase at Bob's Cafe"
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Bitcoin
Transaction as Double-Entry Bookkeeping

Inputs Value : Outputs Value
Input 1 0.10 BTC - Output 1 0.10 BTC
Input 2 0.20 BTC . Qutput 2 0.20 BIC
Input 3 0.10 BTC « Qutput 3 0.20 BTC
Input 4 0.15 BTC .
Total Inputs: 0.55BTC Total Outputs: 0.50 BTC

Inputs 0.55BIC

- Qutputs 0.50BTC
Difference 0.05 BTC (implied transaction fee)
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Transaction 7957a35fe64f80d234d76d83a2a8f1a0d8149a41d81de548f0a65a8a999f6118

INPUTS From OUTPUTS To
s DA e OTOBC i)
Transaction Fees: 0.0005 BTC
Transaction 0627052b6f28912f2703066a912ea577f2ce4dadeda5a5fhd8a57286¢345¢2f2
S I_N_PU_TS_ FIo[n ____________ OUTPUTS To
:7957a35fe64f80cxlslt<276d83azasﬂa0d8149a41d8(1)dﬁ)4gg)a§%acsa999feﬂs o: '_6_”;?-”}-%6_'3-(_’5:5-@_&[‘;5_5- '-'-'-'-'0- 6_1-5_6 P-T_C-.(-S’P-E']-t_)-

(change) 0.0845 BTC (unspent)
0.0005 BTC

Transaction 2bbac8bb3a57a2363407ac8¢16a67015ed2e88 8af58cf90299e0744d3de4

_______ _INeutSFrOM OUTPUTS To
:O627052b6f2891I23f(2)L03066a91Zea577f2ce4da4caegag;b§iga587_rzc86c345c2f2 0 : Output #0 Gopesh’s Address 0.0100 BTC (unspent)
R ‘ Output #1 Bob’s Address (change) 0.0045 BTC (unspent)

Transaction Fees: 0.0005 BTC
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Common Transaction

Input 0
“From Alice,
signed by
Alice”

Output 0
“To Bob”

Output 1

“To Alice”
(change)

Aggregating Transaction

| Input 0 I

Input 1

Distributing Transaction

I Output 0 I

I Output 1 |

I Output 2 I

| Output N I
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Transaction v

0627052b6f28912f2703066a912ea577f2ceddadcaasas5fbd8as57286¢c345¢c212

1GdK9UzpHBzqzX2A9JFP3DidweBwqgmoQA

, ) | - (Unspent) 0.015 BTC
1Cdid9KFAaatwczBwBttQcwXYCpvK8h7FK (0.1 BTC - QOutput) |
1Cdid9KFAaatwczBwBttQcwXYCpvKB8h7FK -
(Unspent) 0.0845 BTC
0.0995 BTC
Summary Inputs and Outputs
Size 258 (bytes) Total Input 0.1 BTC
Received Time 2013-12-27 23:03:05 Total Output 0.0995 BTC
Included In 277316 (2013-12-27 23:11:54 +9 Fees 0.0005 BTC
Blocks minutes)

Estimated BTC Transacted 0.015 BTC
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Block Depth

Block Height

Block 277318
Transactions

Block 277317
Transactions

Block 277316
Alice’s Transaction

Block 277315
Transactions

Block 277314
Transactions

Aymyug

Transaction #1

Transaction #2

Transaction #3

INPUTS OUTPUTS

Joe > Alice

Alice > Bob

Bob > Gopesh
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Bitcoin

‘ Elliptic Curve Multiplication Hashing Function
(One-Way) (One-Way)

Private Key Public Key Bitcoin Address
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Bitcoin

Public Key to Bitcoin Address

Public Key

SHA256

“Double Hash”
or
HASH160

RIPEMD160

Public Key Hash
(20 bytes/160 bits)

Base58Check Encode
with 0x00 version prefix

Bitcoin Address
(Base58Check Encoded Public Key Hash)
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Bitcoin Base58CheckZgmal

Base58Check Encoding

Payload

0 Add Version Prefix
a Hash (Version Prefix + Payload)

Version Payload SHA256

SHA256

first 4 bytes

Version

Payload Checksum

eAdd first 4 bytes as checksum

Base 58 Encode

o Encode in Base-58

Base58Check Encoded Payload
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Length Pattern

O 0 ~N o n & W N

— —
_— 0

1Ki
1Kid
1Kids
1KidsC
1KidsC
1KidsC
1KidsC
1KidsC
1KidsC
1KidsC

Na
nar
nari

narit

narity

=gkl

Frequency
11in 58 keys
1in 3,364
1in 195,000

1in 38 billion

1in 7 quadril
1in 400 quac

Tin 23 quinti

1in 11 million

1in 656 million

1in 2.2 trillion
1in 128 trillion

on
rillion

lion

Average search time

< 1 milliseconds
50 milliseconds
< 2 seconds

1 minute

1 hour

2 days

3—4 months
13-18 years
800 years
46,000 years

2.5 million years
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n Address

Bitc
1BBGdGUAti8E6Th'l}ijRqu)(QeXZUzW1vr
-

i .-: :

Load & Verify

Bitcoin Address

1Ar6e15vfE5696msBU BPuAcD ckWVnmUGWv

JAFL50XDSdWrdNHHPqréhtk ASDvy X
andArats,

OE
_ID

[ |

R

Private Key 6PfTHtdyolLgDJhTvgrégmbGEyHBys

Private Key

bitcoin
Amount:

bitcoin Spend

Amount: B

) ’
) AUUIE

1424C2F4bC9JidNjjTUZCbUxv6Sa1Mt62x  5)3mBbAH58CpQ3Y5RNJpUKPE625Q5tfcvU2)pbnkeyhfsYB1Jen

Q¥YINSS16SWd 1% 6AMpdMDabAybuabzMz T
XZ06sAozyNeaaimngul [nIAX1QXWENYAE L XJUYMNASYYHSATANS

PUBLIC ADDRESS

A3 FLIVAIYNd

DEPOSIT / VERIFY

PRIVATE KEY / WITHDRAW

5Kk1vsHh4FVUWhnFx73vhRjmXbLXVFUjrnDuwFDDaNAZCysgQZX

12wZqrmqhYqeGWp4WYgxBFPM59LSSUEARD
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PUDLIC ADDRESS
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ACCOUNTS BALANCE

Alice

1Cdid9KFAaat

wczBwBttQcwX
— My Wallet YCpvK8h7FK

~  Send

To: 1Cdid...8h7FK 0 mBTC
. 0.00 USD
’-f;jg@ 1mBTC=$0.1 USD Max e
eceive
mB 100 mBTC

_i 1 BTC ~ USD 449.08 (BitcoinAverage)
ﬁiﬁ: S HE USD

. Buy / Sell Bitcoin
B
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BIP-32
BIP-43
BIP-44

BIP-39
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OC1E24E5917779D297E14D45F14E1A1A

Mnemonic Words

army van defense carry jealous true 128-bit entropy/12-word example

garbage claim echo media make crunch

@ Generate Entropy (128bits) SHA256 @
1. army First 4 bits
; :]Z:enge Entropy (128 bits) Cr(f%}:tss l;m @

@ Split 132-bits into 12 segments of 11-bits each
4. (arry | 1 1 1 1 | 1 1 1 1 1
5. jealous S R T T S S R T
6. true BIP39 English Word List (2048 words)
. garbage @ | Socsonoort |mitice
8. claim 00001100000 | army
9. echo 11111111111 | zoo @
10. media
Twelve word mnemonic code:

1. make army van defense carry jealous true
12. crunch garbage claim echo media make crunch
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@ Mnemonic to Seed

Mnemonic Code Words Salt
“army van defense carry jealous true “‘mnemonic” +|(optional) passphrase

garbage claim echo media make crunch”

Key Stretching Function
PBKDFZ PBKDF2 using HMAC-SHA512
2048

@ rounds

512-bit Seed

5b56cd417303faa3fcba7e57400el120alca83ec5adfc9ffba757fbe63fbd77a89
ala3bedc67196£f57¢c3%a88b76373733891bfabalbed27a813ceedd498804c0570
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Bitcoin

Mnemonic

You can enter an existing BIP39 mnemonic, or generate a new random one. Typing your
own twelve words will probably not work how you expect, since the words require a
particular structure (the last word is a checksum)

For more info see the BIP39 spec

Generate arandom 12 5 word mnemonic, or enter your own below.

BIP39 army van defense carry jealous true garbage claim echo media make crunch|
Mnemonic

BIP39
Passphrase
(optional)

BIP39 Seed 5b56c417303faa3fcba7e57400e120a0caB3ec5adfcOffba757fbe63fbd77a89a1a3bedct6719
6f57¢c39a88b76373733891bfaba16ed27a813ceed498804c0570

Coin Bitcoin ,
BIP32 Root xprv9s21ZrQH143K3t4UZrNgeA3w861fwjYLaGwmPtQyPMmzshV2owVpfBSd2Q7YsHZ9)6
Key 1I6ddYjbSPLIUAMZNn8LhvuCVhGecQntgSrn7JVMgnie

https.//lancoleman.io/bip39/
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ONUSEEE | Hash Table  hash

j( ) J \E/] keys function hashes
lu\if{\h— % ~—  John Smith 224—
02

Lisa Smith

Aoudi w | B

aut e
%‘__ : 1§|J ;ZD Sandra Dee 1'5
O (n) https://en.wikipedia.org/wiki/Hash_table 4:3; E/J g-I: HIJ II:I:II

cf2a5dcfd4bdc46a05b2dd
d3253555¢cIb/6be433e5

http:/Iwww.fileformat.info/tool/hash.htm
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Hello World!

&1 h 3%

THE IMITATION GAME

_ §$%SS&ZTF(
Encryption YSEWS$%TF Decryption Hello World!

J/

Original Data

%&/(&RF/&%
o

Cypher Text Original Data
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Bob
Hello
Alice! —> En;rypt
6EB6957
08EO3CE

o=

Alice
v Secret key
Hello <— Decrypt

Alice!

KRR =

Hello
Alice!

Bob
Encrypt"H
+ Alice's
public key
6EB6957
08EO3CE

Alice

Alice!

. o
-¢— Decrypt

Alice's
private key

JEXI PR S
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Ronald L. Rivest Adi Shamir Leonard Max Adleman
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BitcoinOI BitTorrent

Bram Cohen

) [BitTorrent
Distributed Hash Table
Data Key

Distributed
= Network o2

Fox  function — DFCD3454 | ||H

The red fox
. Hash

runs across function ™| S2ED879E |

the ice
The red fox
walks across|—- fHai.h —» 46042841 '. o

the ice unction Peers https://en.wikipedia.org/

wiki/BitTorrent
https://en.wikibedia.org/wiki/Distributed hash table
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The Byzantine Generals Problem 1982

LESLIE LAMPORT, ROBERT SHOSTAK, and MARSHALL PEASE
SRI International

LESLIE LAMPORT

2013ERZ

Coordinated Attack Leading to Victory Uncoordinated Attack Leading to Defeat

Paxos Made Simple 2001

The Paxos algorithm, when presented in plain English, is very simple.
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® A single, global ledger for the system
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FRAEUEXIR

prev:

mrkl_root:

nonce:

hash:

FPTABEHNNE

[&]—3ERR

3212 fEA L%

H(') J prev: H(')
H() mrkl_root: H (4
0 x 7a83... ‘nonce: 0 x 0000... |
0 x 0000... hash: 0 x 3458...
H()H()
Y 0y
H(/) H() H()HW

250—-A

coinbase

0 x 0000...00
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| Can we reward nodes
I' - * + 4~ that created these blocks?

Can we penalize the node 3/’}
asw | that created this block?

7/

XIRIER vs. 325 B3
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Output space of hash

Target H(nonce || prev_hash || tx || tx || -+ | tx)<target
space
s R EHash
10734 .
. ; 2014:100920;X75  pqsa H3GE
> | . sl
- : EMEN EedmemE
5 : .
M | POW'
; T {E=1EBA
1 PoS:

I —A~ X B E] (42 )

Xz 1EEA
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gold ‘-  sluice box placer minin ' mining“
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Cost: =USS6,000
Expected time to find a
block: =14 months

Expected revenue:
=$1,000/month

TerraMiner |V

14
months

Probability density

I \\_

Time to find first block

# blocks found | probability

in one year (Poisson dist.)
0 42 .4%

1 36.4%

2 15.6%
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A Comprehensive Introduction
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Bitcoin Developer Guide

Find detailed information about the Bitcoin protocol and related specifications.

https:/bitcoin.org/en/developer-guide#block-chain-overview
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