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Introduction

Gilead then cut Ephraim off from the fords of the
Jordan, and whenever Ephraimite fugitives said,
'Let me cross,' the men of Gilead would ask, 'Are
you an Ephraimite?' If he said, 'No,' they then said,
'Very well, say "Shibboleth" (n>aw).' If anyone said,
"Sibboleth" (N>2D), because he could not
pronounce it, then they would seize him and Kill 45000/ -=|=-§ S A
him by the fords of the Jordan. Forty-two thousand
Ephraimites fell on this occasion.
—Judges 12:5-6, NJB

{Umie) (The Book of Judges)
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Feature
Extraction

Biometric
Matching
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User Biometric
name pattern
10—
Personal Biometric Biometric Ldrgz : = g ='g =
trait reader signature e T T
9 tdore |1=2=3=...
501
Today's Cathy's Tim's
Biometric Stored Stored
Signature Biometric Biometric
from Cathy: Pattern: Pattern:
389 390 284
416 418 570
501 502 534
468 471 501
353 355 399
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from that from that
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® FAR: False Acceptance Rate R0C Corve 171
0.9 RocogrvozT‘
® FRR:False Rejection Rate 08
0.7
® ERR:Equal Error Rate 06
ac
® ROC: Receiver Operating & 2:’
Characteristic |
® AUC:Area Under the 02}, =ER Point
Curve of ROC = B
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Figure 1

http://www.biocn.com/serv-finger.htm
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Face In Video Evaluation (FIVE)

FACE
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VENDOR TEST
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Tattoo Recognition Technology
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smart phones, smart cars, smart homes, smart cities, smart lights, smart
meters, smart clothes, stupid stupid stupid stupid people.
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5. Override 9. Override

comparator decision module
4. Modify

2.Attack on Probe
biometric sample

8. Modify
comparator
score

Signal

. Comparator
Processing

7. Attack by
modifying
biometric reference
sample

1. Attack on
sensor

3. Override signal

processor Data

storage
6. Override

biometric
database

Fig. 1. Vulnerability of a face recognition system (inspired by figure in ISO/IEC 30107-1 [ISO/IEC JTC1
SC37 Biometrics 2016]).



Put the plastic
into hot water
to soften it,

Pour the liquid
into the mold.

Press a live finger
against It.

Put it into
a refrigerator to cool.

It takes around 10 minutes. The mold It takes around 10 minutes. The gummy finger
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(b) (e)

Fig. 2. (a) Bona fide facial image and examples of face artifacts: (b) laser print face artifact; (c) display face
photo artifact using an iPad; (d) inkjet print face artifact; (e) 3D face mask.

@ " (b) ' (d)

Fig. 3. Illustration of face artifacts generated using the legitimate user photo obtained from a social website:
(a) photo from the social website, (b) inkjet print, (c¢) electronic display, and (d) laser print.
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Presentation Attack
Detection Algorithms

1

} }
{Hardware based ] { Software based }
A 4 l l l \ 4
Sensor Blink Challenge . )
[Characteristics} [ detection } [ Response } [ Static J { Dynamic J

, !
Texture Frequency Hybrid
based based approach
Texture Motion Hybrid
based based approach

Fig. 6. Classification of face presentation attack detection (PAD) algorithms.
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Fig. 7. Illustration of using a variation of focus rendered by the LFC to detect face artifacts: (a) real face
focus images rendered by the LFC; (b) inkjet print attack focus images rendered by the LFC; (c) display
attack using iPad focus images rendered by the LFC; and (d) laser print attack focus images rendered by the

T T\
'
(a) (b) (c) (d) (e)

Fig. 8. Illustration of near-infrared face capture of (a) bona fide (real) face; (b) photo print using a laser
nrinter: (¢) photo nrint usine an inkiet nrinter: (d) displav attack usine an iPad: and (e) 31) mask attack.
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Face Flashing: a Secure Liveness Detection Protocol
based on Light Reflections

Di Tang Zhe Zhou Yingian Zhang Kehuan Zhang
Chinese University of Hong Kong Fudan University Ohio State University Chinese University of Hong Kong
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