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Keeping Authorities “Honest or
Bust”
with Decentralized Witness

Cosigning
Ewa Syta, lulia Tamas, Dylan Visher, David Isaac Wolinsky
- Yale University
Philipp Jovanovic, Linus Gasser, Nicolas Gailly, Ismail Khoff, Bryan Ford
- Swiss Federal Institute of Technology Lausanne (EPFL)
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AuthoritiestB FJEERN AR A TETE |
Google Security Blog

The latest news and insights from Google on security and safety on the Internet

Maintaining digital certificate security
March 23, 2015

Posted by Adam Langley, Security Engineer

On Friday, March 20th, we became aware of unauthorized digital certificates for several Google domains.
The certificates were issued by an intermediate certificate authority apparently held by a company called

MCS Holdings. This intermediate certificate was issued by CNNIC.

CNNIC is included in all major root stores and so the misissued certificates would be trusted by almost all
browsers and operating systems. Chrome on Windows, 0S X, and Linux, ChromeQS, and Firefox 33 and
greater would have rejected these certificates because of public-key pinning, although misissued

certificates for other sites likely exist.
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How does an Internet client
name and authenticate
sites, services, users, software?

Synchronize
Clock

y

Send Text-Message

amazon

Alice

Software Bob

download, update




Respect my @

Authoritah!
? / amazon
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~* Latest version of App?
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TORZ6 - 86.59.21.38 - RELAY AUTHORITY

TONGA - 8294251203 - BRIDGE AUTHORITY
GABELMOO - 13118840189 - RELAY AUTHORITY
(& NBER(S 9373744744 - RELAY AU
OEL AY AUTHORIT

MAATUSKA - 171251939 - RELAY AUTHORITY

LONGCLAW - 199.25423852 - RELAY AUTHORITY

Ref : https://jordan-wright.com/blog/2015/05/14/how-tor-works-part-three-the-consensus/
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* Generator g of prime order q group
* Public/private key pair: (K=g¥, k)

Signer Verifier
Commitment V=gV > V
Challenge C < c=H(M|V)
Response r=(v-kc) > r
Signature on M: (c, r)
Commitment recovery V' = giKe = gvieghe = gv=

Challenge recovery ¢ = H(M|V)
Decision C. = ? /
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* Key pairs: (K,=g¥, k,) and (K,=g*, k,)

Signer 1 Signer 2 Verifier
Commitment  V,=g* V,=g" » V, V, V=V,*V,
Challenge C < c=H(M|V)
Response r,=(v,-kc) r,=(v,-kyc) > f, Ty Terqr,

Signatureon M: (c,r)  Same signature!

Commitment recovery  same verification! V' = gk K=K, K,
Challenge recovery Done once! ¢’ =H(M|V’)

Decision c'=c?



RETIER - 2GS

“The time is 3PM.” A%

“Amazon’s public key is X.” #%

“Bob's public key is Y."s %

rvory

Alice

Verification:
signed by authority
and > T withesses?

“The hash of latest iOS is Z.” 5%

,AU thority

Public Logs

PMGRTE

Announcement Pha;ﬁ
-
-1
Commitment Phase/ﬂ.

Challenge Phase /ﬂ.
[
71
Response Phase /‘&.




Phase 2: Commitment
(collect aggregate commit)

Phase 1: Announcement
(send message-to-witness, optional)

S
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Phase 3: Challenge

(send collective challenge)

Phase 4: Response
(collect aggregate response)
c=H(V% | S)
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iEXtrnl: Privacy-Preserving Machine Learning : Threats and Solutions

B A

Extract Features Use ML Algorithm

ML Testing
Model

Feature

Vectors < Result

Reconstruction Model Inversion

—  Attacks / Attacks

Class Label

Data Record in
(Data Record, Class Label) 88 ™ >

the Training Set?

Data Record Prediction

Membership Inference Attack



iEXtrnl: Privacy-Preserving Machine Learning : Threats and Solutions

f(A) + f(B) = f(A + B)

f(A) x f(B) = f(A x B)
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Secret sharing Homomorphic encryption
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Z5HHEZE https://zhuanlan.zhihu.com/p/44999983

BE5INZ https://www.zhihu.com/question/27645858/answer/37598506
https://zhuanlan.zhihu.com/p/31822335

ELEBEEER https://zhuanlan.zhihu.com/p/41172002
https://zhuanlan.zhihu.com/p/25986848
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iIEXHRER: Privacy-Preserving Machine Learning : Threats and Solutions dataset 1 ‘ I dataset 2 | dataset n
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