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可⽤性 What Why How



可用性定义

• The extent to which a product can be used by specified 
users to achieve specified goals with effectiveness, efficiency, 
and satisfaction in a specified context of use. －ISO 9241-11: 1989

有效性
是⽤户完成特定任务和达
成特定⽬标时所具有的正
确和完整程度

效率
是⽤户完成任务
的正确和完成程
度与所⽤资源
（如时间）之间
的⽐率

主观满意度
是⽤户在使⽤产品过程中
所感受到的主观满意和接
受程度

易学性
产品是否易于学习

易记性
客户搁置⼀段时间
后是否仍然记得如
何操作

错误
操作错误出现的
频率和严重程度
如何

交互效率
使⽤产品完
成具体任务
的效率

Jakob 
Nielsen

https://www.nngroup.com/people/jakob-nielsen/

⽤户满意度
⽤户对产品是否满意

Usable Security 
Overview

能⽤
易⽤



可用性评估

• 专家评估／⽤户实验／实际使⽤
• lab study／field study

• 问卷／访谈
• 实验⼈数、多个session、盲试

• IRB：伦理审查

• 专家／频繁使⽤／不频繁使⽤／特殊⽤户
• 设备和环境的不同
• 基于Web：Amazon Mechanical Turk

⼈机交互
领域知识

Usable Security 
Overview



可用安全起源

• It is essential that the human interface be designed for ease of 
use, so that users routinely and automatically apply the 
protection mechanisms correctly. Also, to the extent that the 
user’s mental image of his protection goals match the 
mechanisms he must use, mistakes will be minimized.

—The Protection of Information in Computer System. In Proc. IEEE 1975

• User-Centered Security, NSPW 1996

• User Are Not the Enemy, CACM 1999

• Why Johnny Can’t Encrypt:  A Usability Evaluation of 
PGP 5.0, USENIX Security, 1999

计算机能⼒
计算、存储、⽹络、普及、…

⽤户要求
⻆⾊、需求、竞争、消失、…

Usable Security 
Overview



SOUPS

Security and Usability：Designing Secure Systems that People Can Use (2005) 

Symposium on Usable Privacy and Security (2005-Present)

http://shop.oreilly.com/product/9780596008277.do

Usable Security 
Overview

http://cups.cs.cmu.edu/soups/

https://www.usenix.org/conference/soups2020/call-for-papers



可用安全

• Give end-users security controls they can understand 
and privacy they can control for the dynamic, pervasive 
computing environments of the future.” 

—Computing Research Association 2003

• 对于安全问题，技术不能提供全部的解决⽅案，⼈的因素
⼀直被忽视，安全技术⼈员并不⾮常关⼼⽤户需要什么

• 我们需要考量⽤户如何同系统进⾏交互
• 结合HCI（⼈机交互）与信息安全

• 超越UI：改变⽤户和开发者习惯和思路

可⽤＋安全

HCISec

Usable Security 
Overview



为什么需要可用安全

• 开发⼈员和⽤户对安全和可⽤
的认识是不同的

• 不同的⽤户的认识也是不同的

• 安全增加了障碍：If you 
want security, you must be 
prepared for inconvenience

• 安全与可⽤不可调和

•不可⽤的安全是容易的，
可⽤的安全是⾮常困难的

• ⽤户不理解数据、软件和系统
的重要性

• ⽤户不了解什么资产处在危险
中

• ⽤户不理解他们的⾏为处在⻛
险中

• ⽤户什么都不知道….

• 教育训练
• 设计时就需要考虑可⽤性
• 设计⼀个可⽤的安全系统

Usable Security 
Overview



可用安全面临挑战

• 安全是次要任务，没有⼈买计算机是为了安全
• 配置安全⼯具的时间对于⽤户来说是“⽩⽩浪费”

• 安全系统和⽅案经常是⽐较复杂的，⽤户难于理解，
执⾏经常出现错误

• ⽤户不知道什么时间和如何执⾏安全相关的任务
• ⽤户没有动机执⾏安全相关的任务
• ⽤户没有能⼒做安全决策

Usable Security 
Overview



可用安全的目标

• 对于需要执⾏的安全任务是可靠的
• 能指出如何成功的执⾏安全任务
• 不会出现危险的错误
• 使⽤和交互中⾜够舒适

• 安全不可⻅
• 安全和隐私可理解
• 训练⽤户
• 不期望⽤户做⼀些⽤户⽆法选择的决定
• ⾃动化系统更加可预期和准确

⽤户为中⼼的设计

⽤户和安全拥有⾜够
的通信

Usable Security 
Overview



安全不可见

• 让安全机制不可⻅
• 成功案例：SSH、SSL、VPN、⾃动更新、IBE

• 但是⽅便容易带来威胁

⾃动化处理 减少⼈机交互

Usable Security 
Overview



安全与隐私可理解

• 安全与隐私可⻅
• 安全与隐私更直观
• 帮助⽤户做安全决策

• ⽤户是否理解，是否注意
• ⽤户是否了解安全机制
• ⽤户是否实际去做，是否会持续去做

Usable Security 
Overview



安全问题

Say    
OK to 
Any 
Question
 About 
Security

Usable Security 
Overview



Privacy Bird

• Web站点隐私策略

✴很多，但⽤户很少读
• Privacy Bird

✴决定是否站点策略和⽤户隐私策略项匹配

✴通知⽤户

http://www.privacybird.org/

Usable Security 
Overview

http://www.privacybird.org


人的能力是有限的！ 

人是会犯错误的！ 

人与人是不同的！ 



网络钓鱼

Bank A 

Fake Site 

pwdA 
pwdA 

• 对银⾏的⽹络钓⻥开始于2003年

• 2006年，美国银⾏损失2亿美元

Usable Security 
Overview
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文本口令

• ⽂本⼝令是研究与使⽤ 为⼴泛的身份认证⽅法，
常⽤的形式：⽤户名＋⼝令 

• 选择原则：易于记忆，难于猜中或者发现，抗分析
能⼒强

Text 
Password



• 为了证实标识或者获得
存取资源的许可⽽⽤于
身份认证的⼀个秘密的
字或者⼀串字符

文本口令

•passphrase、
passcode、personal 
identification number、
watchword、access word

Text 
Password

https://www.wired.com/2012/01/computer-password/

1960

MIT
CTSS

56年



文本口令Text 
Password



文本口令优缺点

• 容易使⽤
• 价格便宜
• ⽤户熟悉
• 隐私保护
• 携带⽅便

• 记忆困难
• 容易预测
• 多个账户
• 再次使⽤
• 可⽤影响

Text 
Password



强口令

• 密码要⾜够⻓（⾄少7个字符）

• 包括⼤⼩写字⺟、数字和符号
• 六位必须⾄少有⼀个符号字符
• ⾄少使⽤四个不同的字符（不要重复同⼀字符）
• 使⽤随机数和字⺟
• 不要使⽤全部或部分登录名
• 不要使⽤任何语⾔中的实际词
• 不要使⽤数字代替类似的字⺟来构成单词
• 不要使⽤连续字⺟或数字（如“abcdefg”或“234567”）

• 不要使⽤键盘中的邻近键（如“qwerty”）

Text 
Password



 Password  
is  

        Dead？



• 1960: MIT CTSS

• 1970: MULTICS，Hash存储

• 1979: crypt()，hash＋salting

历史

• 2004: Bill Gates, “the password is dead”

• 1985: Green Book

• 1985: NIST FIPS 112

Text 
Password



攻击指纹Text 
Password



 Theory  
on Password has lagged 

practice    



• “Since many user-created password are particularly easy 
to guess, all passwords should be machine-generated”

• Users “shall be instructed to use a password selected at 
random, if possible, or to select one that is not related 
to their personal identity, history, or environment”

• “Pick something you cannot remember, and do not write 
it down”

• Independence when choosing multiple passwords

• … …

口令建议和要求

Impossible for human to follow

Users are also typically the most difficult component to model

Text 
Password



• ⼝令的理论空间 vs ⼝令的实际空间

• ⻓度、构成元素、重复、相关性
• 安全性 vs 可⽤性

• 竞争性 vs ⾮竞争性

• ⼝令checker vs blacklists

• offline vs online attack

• ⼝令泄漏
• 三次失败锁定

口令强度

• 提⾼强度的代价和收益

Text 
Password
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心理学基础

• Recall

• Recognition

• Cued Recall

Dual Coding Theory

Recognition is an easier 
memory task than recall

With the aid of a retrieval 
cue, more information can 
be retrieved

Graphical 
Password



Déjà Vu

挑战

训练

Graphical 
Password



PassFaces

• 系统从脸型数据库中随机选取5个
⼈的脸型，显示给⽤户，并给⽤
户⼀定时间让⽤户熟悉（注册）

• 系统每次显示9个脸型（其中仅有
⼀个是注册时显示给⽤户的）让
⽤户选择，这样的选择共进⾏5次

• 如果⽤户正确的选择了所有的5个
脸型，⽤户身份认证成功，否则
失败（登⼊）

Graphical 
Password



Pass-GoGraphical 
Password



代表产品

GridCode

PatternLock

GrIDSure

Graphical 
Password



My App is My Password! 



Background

• Graphical password

✴ more applicable on smartphone than text password

✴ vulnerable to shoulder surfing attack

✴ existing graphical password require user 
proactively memorise password

• Authentication based existing memory

✴ weak password

✴ security questions

✴ dynamic security questions

✴ autobiographical 
authentication

Graphical 
password 

based 
existing 
memory

PassApp



后备认证

http://news.bbc.co.uk/2/hi/7622726.stm

gov.palin@yahoo.com
Where did  you meet 
your spouse？

Wasilla High School

2008.09.17

http://wikileaks.org/wiki/VP_contender_Sarah_Palin_hacked 2008

PassApp

http://news.bbc.co.uk/2/hi/7622726.stm
mailto:gov.palin@yahoo.com
http://wikileaks.org/wiki/VP_contender_Sarah_Palin_hacked


自传体认证

http://sauvikdas.com/

PassApp



APP图标布局认证

Using Icon 
Arrangement for 
Fallback 
Authentication 
on Smartphones 

Poster 
@ CHI 2014 

PassApp



动态安全问题

I Know What You 
Did Last Week! 
Do You? Dynamic 
Security 
Questions for 
Fallback 
Authentication 
on Smartphones

@ CHI 2015

PassApp



动态安全问题－APP安装

Locked Your 
Phone？Buy a 
New One? From 
Tales of Fallback 
Authentication on 
Smartphones to 
Actual Concepts 

@ MobileHCI 
2015

PassApp



PassApp Concept

is a novel recognition-
based graphical password 

which utilises user’s 

on their mobile devices 

PassApp

installed apps

as password

Amazon

FacebookGmailYouTubeInstagram

LinkedIn Skype

Firefox

Wikipedia

OK Cancle

Twitter

Kindle Evernote

Fruit Ninja

Google Chrome

Google Earth

Google Maps

PassApp



PassApp Mechanism

Mobile Device

App Marcket

Decoy App Selection
Mechanism

User

Authenticate

Key App Selection
Mechanism

Decoy App 
library

Key App 
library

Challenge Panel
Generation
Mechanism

Authentication
Mechanism

App
Update

Mechanism

rule out the apps preinstalled by 
device and OS manufactures

install a new app: 
add this app as key 
app, add 3 decoy apps

uninstall a app: 
delete this app from 
key app libs and move 
it into blacklist, remove 
corresponding decoy 
apps from decoy app 
libs

same category, 
similar ranks, etc

PassApp





User Study

User Study 1:                 
How well can users 

correctly recognise the 
apps they have installed?

User Study 2:                 
How well can PassApp 
perform on usability 
and user experience?

42 participants

Amazon

FacebookGmailYouTubeInstagram

LinkedIn Skype

Firefox

Wikipedia

OK Cancle

Twitter

Kindle Evernote

Fruit Ninja

Google Chrome

Google Earth

Google Maps

unlock10 times

Login Time

Success Rate

42 *10

Day 2

Day 1

PassApp
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Memory about Installed Apps

Max:79, Min: 11, SD: 16.79

PassApp



Login Time and Success Rate

Average Orientation Time (2.42s)

Orientation Time
Selection Time
Confirmation Time

Average Login Time (7.27s)

Pa
rit
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nt 
ID

 (#
0 -

 #4
1)

#0

#10

#20

#30

#40

Login Time (s)
0 1 2 3 4 5 6 7 8 9

Average confirmation time:  0.76s

PassApp



Number of Key Apps & Usability Indices
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Frequency of Using Apps & Usability Indices

y = 3.36 + (-0.357)*x
R2 = 0.1029

Or
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tat
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2.0

4.0

6.0

8.0

The Frequency of Use (Times / Day)
1 2 3 4 5

y = 8.16 + (-0.344)*x
 R2 = 0.03751
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4.0

6.0

8.0

10.0

12.0

The Frequency of Use (Times / Day)
1 2 3 4 5

28.38% <0.2times/days

21.66% 0.2 -0.5 t/d

23.11% 1-2 t/d

12.36% 3-5 t/d

14.49% >5 t/d

In user study 1, 
Participant need 
complete a web 

survey to
mark the frequency of 

using the installed 
apps

PassApp



Brutal-force Attacks

Multi-time 
shoulder 
Surfing 
Attacks

to 
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Security Analysis

0.055%

PassApp



Guessing Attacks
Session 1: Session 2-4:

Acquaintance Attacks

Session 1, R2 = 0.5058
Session 2, R2 = 0.187
Session 3, R2 = 0.7895
Session 4, R2 = 0.8525
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)

0%

20%

40%

60%

80%

# of Key Apps
10 20 30 40 50 60 70

PassApp



Discussion

• Key app selection 

✴ too short or too many, popular apps, communication apps

• Decoy app selection 

✴ app market, device manufacture, OS, language,etc

• Challenge panel generation (n key * m decoy * r rounds)

• Login time (challenge, backup authentication)

• Participant (field study in the future)

• Daily memory about other graphical elements 

• photography, wallpapers, screenshots, avatars, etc

• privacy vs security vs usability

PassApp



Conclusion

• PassApp is the first graphical password that utilizes user’s 
existing memory about installed apps as password

✴ without registration stage

✴ without memory burden

• PassApp perform better usability than most graphical password

✴ acceptable login time:  7.27s (6.51s)

✴ high success rate:  >95%

• PassApp has sufficient security than most graphical password

✴ brute-force attacks (0.055%) and dictionary attacks (0.75%) 

✴ shoulder surfing attacks: average 30 times

✴ acquaintance attacks: can to some extent withstand (challenge)

PassApp
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阅读
教材

阅读
论⽂

思考
撰写
报告



阅读教材Homework

阅读第三章
有余⼒的可以看看第⼆章



课后作业Homework

1、⽂章概述
2、主要收获
3、存在疑问
4、所思所感

要求阅读如下论⽂，写论⽂阅读报告

2、主要收获
3、存在疑问

周⽇晚上12点
前提交

4、所思所感

引⽤该论⽂的

5、⼀篇论⽂

Communication of ACM 2015



Huiping Sun 
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