
2019.11.18

Huiping Sun( )
sunhp@ss.pku.edu.cn

Information Security 
Engineering

mailto:sunhp@ss.pku.edu.cn?subject=




• 1 UTXO

• 2

• 3

• 4

• 5 P2SH P2SH

• 6

课堂测试02 20 30Blockchain  
Applications



上次课程内容
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Blockchain  
Applications





关于比特币的共识
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谁掌握比特币

MIT

BIP
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比特币分叉

1M 2M 4M 8M

250/100
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比特币分叉

SegWit

SegWit2x UASF

BP148BP141

BP91
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以太坊分叉

The DAO 
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政府态度

KYO

2017
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•
•
•
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• T1 H(r, x) T1 r x

•
•

安全时间戳

Hash
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预测未来

FIFA2014
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离线时间戳Blockchain  
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• Hash

•
•

     比特币里的安全时间戳

OP_RETURN
<arbitrary data>

• OP_RETUTN

•
•
•
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非法内容

P2SH
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比特币交易历史

Coinbase Coinbase
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        给货币增加元数据信息Blockchain  
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认证应用

“Bill #L11180916G hereby grants 

the holder admission to the 

Yankees game on Aug 18, 2014”

SIGNK(M, #)
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染色币

ISSUE 5

12

5 7

ISSUE 4

4 9

4 5 9

3 1

ISSUE 9

9 5

13
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博彩

Alice

Wanna bet $5

Bob

Sure, I’ll take heads!

Network

Alice

Wanna bet $5

Bob

Sure, I’ll take heads!
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在线博彩

Alice

Bob

Carol

time

Choose 
random y

Choose 
random x

Choose 
random z

Round 1

Publish H(x)

Publish H(y)

Publish H(z)

Publish x

Publish y

Publish z

Round 2

w= H(x�y�z) % 3 
switch (w){
case 0:
winner = Alice;

case 1:
winner = Bob;

case 2:
winner = Carol;

}

Hash function guarantees nobody can 
win with probability more than 1/3
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   时间约束的在线博彩

Input: ...; Pay B to EITHER OF:
Alice & Bob, or
Alice & anybody who knows x st. H(x) = c

SIGNED(Alice) 

1
MULTISIG

New script!

Input: 1; Pay B to Bob:
n_lock_time: t

SIGNED(Alice) SIGNED(Bob) 

2Bob can 
claim the 
bond at 
time t

Input: 1; Pay B to Alice:
SIGNED(Alice), x

3

Bond

x revealed if 

Alice reclaims her 

bond
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比特币作为随机源

mrkl_root: H(  )
prev: H(  )

mrkl_root: H(  )

hash:   0x0000
nonce: 0x7a83

prev: H(  )

hash:   hash:   0x3485...hash:   0x6a1f...
nonce: 0x0000...nonce: 0x0001...
hash:   0xc9c8...
nonce: 0x0002...
hash:   0x300c...
nonce: 0xffff...
hash:   

nonce: 0x0000...
hash:   0xd0c7...
nonce: 0x0001...
hash:   0x0224...hash:   0x0000...
nonce: 0xf77e...

mrkl_root: H(  )
prev: H(  )

hash:   hash:   0x3485...hash:   0x6a1f...
nonce: 0x0000...nonce: 0x0001...
hash:   0xc9c8...
nonce: 0x0002...
hash:   0x300c...
nonce: 0xffff...
hash:   

nonce: 0x0000...
hash:   0xd0c7...
nonce: 0x0001...
hash:   0x0224...hash:   0x0000...
nonce: 0xf77e...

Extract Extract Extract

01010001                  10101000                 10010100 
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预测市场

0.12   0.09  0.22  0.01  0.05  pre-tournament

0.18   0.15  0.31  0.06  0.00  after group stage

0.26   0.21  0.45  0.00  0.00  before semis

0.64   0.36  0.00  0.00  0.00  before finals

1      0     0     0     0final

2014
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2008总统选举

Iowa Electronic Markets

Blockchain  
Applications
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优缺点

Orange? Yellow?
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加密货币

Bitcoin (94%)

Litecoin (5%)

Others (1%)

data from Jan 2014
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侧链

1 BTC    deleted forever! 1 ALT    created
A

1 BTC    held in escrow 1 ALT    created
A

1 BTC    released 1 ALT    destroyed
A

... ...

00001010 00000010 00001110 00000110
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更多的链正在路上Blockchain  
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智能合约简介

一组数字形式描述的承诺 
包括合约参与方可以执行这些承诺的协议 

Nick Szabo 1990  2013
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智能合约应用案例－自动保险

P2P
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智能合约面临挑战Blockchain  
Applications
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行业痛点

2-3
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保险

AIKYC

BigData

Cloud

Blockchain
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自动化
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定价

UBI

GPS

OBDIoT

… …

MaaS

KYC

Blockchain  
Applications
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Kasko2go
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Kasko2go
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Kasko2go
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Kasko2go
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Kasko2go
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里程表欺诈
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里程表欺诈
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里程表欺诈Blockchain  
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PPT



课后作业Homework

Bitcoin

1 Bitcoin

2

3

12 2 12

4 Bitcoin



Huiping Sun 
sunhp@ss.pku.edu.cn 

https://huipingsun.github.io
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