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货币Blockchain 
Technology



普通账本

 

Create 25 coins and credit to AliceASSERTED BY MINERS

Transfer 17 coins from Alice to BobSIGNED(Alice)

Transfer 8 coins from Bob to CarolSIGNED(Bob)

Transfer 6 coins from Carol to AliceSIGNED(Carol)

Transfer 15 coins from Alice to DavidSIGNED(Alice)

is this valid?

Blockchain 
Technology



采用区块链

Inputs: Ø
Outputs: 25.0→Alice

Inputs: 1[0]

Outputs: 17.0→Bob, 8.0→Alice
SIGNED(Alice)

is this valid?

finite scan to 
check for validityInputs: 2[0]

Outputs: 8.0→Carol, 7.0→Bob
SIGNED(Bob)

Inputs: 2[1]

Outputs: 6.0→David, 2.0→Alice
SIGNED(Alice)

we implement this 
with hash pointers

change address
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高飞币Blockchain 
Technology



贪心币Blockchain 
Technology



比特币如何实现去中心

•  

•  

•  

•
•

:  : 
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恶意节点Blockchain 
Technology



双重支付攻击防止：等待多次确认
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比特币脚本Blockchain 
Technology



P2SH

Big BoxI’m ready to pay for my purchases!

Cool! Well we’re using MULTISIG now, 
so include a script requiring 2 of our 3 
account managers to approve. Don’t 
get any of those details wrong. Thanks 
for shopping at Big Box!

?

Big BoxI’m ready to pay for my purchases!

Great! Here’s our address: 0x3454

Blockchain 
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比特币交易程序Blockchain 
Technology



币基交易Blockchain 
Technology



比特币网络
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Hello World! I’m 
ready to Bitcoin!

getaddr()1, 7 getaddr()getaddr()
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比特币网络交易消息传播
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New tx!
A→B

A→B

A→B

A→B
A→B

A→B

A→B

A→B

A→B

A→B

A→B

Already 
heard that!
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块传播Blockchain 
Technology



存储花费Blockchain 
Technology



分叉
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I found a nifty 
new block!

Block 24

Block 24

Block 24

Block 24

Block 24

Block 23
Block 23

Block 23

Block 23

Block 23

Block 23

Block 23

Block 23

24
24

24

24

That’s 
crazy talk!!

That’s 
crazy talk!!

PROBLEM: Old nodes will never catch up

 vs. 
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比特币存储

Hot storage Cold storage

online

hot secret key(s)

cold address(es)

payments

offline

Blockchain 
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威胁

Charles Ponzi
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交易所Blockchain 
Technology



比特币限制

• 10  

• 1M  

• 2  

• 100M satoshi  

• 21M  

• 50 25 12.5….  

• 250bytes  

• 7 (visa 2 1 Paypal 50-100)

Blockchain 
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比特币不能帮你逃
脱NSA的监控

比特币是安全的匿名的
加密货币



隐私：定义

•

The Right to be Let Alone
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隐私：正面和方面

private
privare

GPS

Blockchain 
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隐私：两个电影Blockchain 
Technology



隐私：相关事件

http://maherarar.net/

Blockchain 
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http://maherarar.net


隐私保护Blockchain 
Technology



比特币的匿名性

•
✴

✴

• Hash

• CS
•
•
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比特币为什么需要匿名

•
•
•

•
• ( )

• ( )
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K匿名Blockchain 
Technology



混币模式Blockchain 
Technology



多层混币

Mix 1 Mix 2 Mix 3
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分布式混币

Single

transaction

Blockchain 
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挖矿难度

00000000000000003AAEA2000000000000000000000000000000000000000000

256 bit hash output

64+ leading zeroes required

Current difficulty = 266.2

2016 10

2016
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挖矿互助
Blockchain 
Technology



矿池模式

0x00000000000490c6b00...

0x00000000000000003f89...0x000000000001e8709ce...

0x0000000000007313f89... 0x0000000000045a1611f...

0x00000000000a877902e...

Pool manager

mrkl_root: H(  
)

coinbase:
25→pool

prev: H(  
)

nonce: 
hash:   

Hey folks! Here’s 
our next block to 
work on

$$$
$$

$

Blockchain 
Technology



分叉攻击

M→M’

M→B

M→M’

M→B

Blockchain 
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临时保留区块攻击

Secret Block

Secret Block

All other miners are 

wasting effort here!

Blockchain 
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挖矿算法基本要求

 

Solution Found!

Blockchain 
Technology



反ASIC

‘80              ‘90              ‘00               ‘10       ‘14
Time            

Performance

Processors10000

1000

100

10

Memory

Storage
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Scrypt

 
ASIC

2009

Hash

X11

ASIC

ASIC

SHA256
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有效工作量证明

Proof of 
Storage

Blockchain 
Technology



不可外包的难题

Pool Operator

Solution 

found!

“shares”: 

proof that a member is 

“toeing the line”

Payout dividing among members

Pool Members

Pool Operator

Pool Members

Solution 

discarded “shares”: 

proof that a member is 

“toeing the line”

Payout dividing among members

Blockchain 
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虚拟挖矿

Miner

Miner 2012

Blockchain 
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区块链可扩展性Blockchain 
Technology



比特币的TPS

https://tradeblock.com/bitcoin/historical/1d-f-tsize_per_avg-00271

3Blockchain 
Technology



没有比较没有伤害

150 450

2000 56000

3 3.2
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可扩展性

TPS

Blockchain 
Technology



减少块产生时间Blockchain 
Technology



GHOST协议
http://www.avivz.net/pubs/15/btc_ghost_full.pdf

Greedy Heaviest-
Observed Sub-tree 

selection Rule

Blockchain 
Technology



增大块大小Blockchain 
Technology



增大块大小Blockchain 
Technology



减少交易大小
http://learnmeabitcoin.com/faq/segregated-witness
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侧链Blockchain 
Technology



分片Blockchain 
Technology



DAGBlockchain 
Technology



PPT



课后作业Homework
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https://bitcoin.org/en/developer-guide#block-chain-overview

20 Bitcoin



课后作业Homework

Bitcoin

1 Bitcoin

2

3
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