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Create 25 coins and credit to AliC€asserTED BY MINERS

ransfer 17 coins from Alice to Bobsignep(atice)

ransfer 8 coins from Bob to Carolsignep@ob)

Transfer 6 coins from Carol to Alicesgnep(carol)

ransfer 15 coins from Alice to Davidsgnepatice)
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Inputs: @
Outputs: 25.0->Alice

Inputs: 1[0] Q‘”/ge address>

Outputs: 1??Bob, 8.0->Alice

4
SIGNED(Alice) '
| finite scan to
Inputs: 2[0] : check for validity
Outputs: 8.0—>€arol, 9.0->Bob '
SIGNED(Bob) :
Inputs: 2[1]
! Outputs: 6.0->David, 2.0->Alice
SIGNED(Alice) 5-
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<s1g>
OP_DUP <pubKey>
OP_HASH160 e
69e02e18... OP_DUP
OP_EQUALVERIFY OF_HASH160
<pubKeyHash?>

OP_CHECKSIG

3.4 P2PHRly A 7614

OP_EQUALVERIFY
OP_CHECKSIG

<pubKeyHash?>
<pubKey> <pubKeyHash> <pubKeyHash>
<pubKey> <pubKey> <pubKey> <pubKey> <pubKey>
<sig> <sig> <sig> <sig> <sig> <sig> true

<sig> <pubKey>  OP_DUP OP_HASH160  <pubKeyHash?> <OP_EQUALVERIFY> OP_CHECKSIG
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: I’m ready to pay for my purchases!

>

Cool! Well we're using MULTISIG now,
so include a script requiring 2 of our 3
account managers to approve. Don’t
get any of those details wrong. Thanks
for shopping at Big Box!

I’m ready to pay for my purchases!

>

Big Box

Big Box

«
Great! Here’s our address: 0x3454
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"hash" :"5a42590fbe0a%0ee8e8747244d6c841f0dbla3a24e8f1b95b10c9e050990b8b6L" ,
"ver":1,
“vin sz%:2,
"vout_sz":1,
“"lock_time":0,
"size":404,
L=
{
“prev_out":{
"hash":"3bed4ac9728a0823cfSe2deb2e86fc0bd2aa503a91d307b42ba76117d79280260",
“n=al
}s
"scriptSig":"30440..."
}s
{
“prev_out":{
"hash":"7508e6ab259b4df0fd5147bab0c949d81473db4518f81lafc5¢c3f52f91ff6b34e”,
“n":0
}s
"scriptSig":"3f3a4..."
}
1,
"out":[
{
"value":"10.12287097",
"scriptPubKey":"OP_DUP OP_HASH160 69e02e18b5705a05dd6b28ed517716c894b3d42e
OP_EQUALVERIFY OP_CHECKSIG"
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"prev_out":{
"hash" :“000000. .... 00000 ",
"n":4294967295

1

“coilnbase”:"...

"value":"25.083371419",
"scriptPubKey":"OPDUP OPHASH160 ... ”
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e
1 <4 Hello World! I'm
ready to Bitcoin!
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<>
1
Block 23

That's ,
crazy talk!! That's
crazy talk!!
<>
| found a nifty <>
6 24 new block!
Block 23 2
Block 23

24

[ PROBLEM: Old nodes will never catch up ]

h&E vs. §X
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Hot storage Cold storage

N

online

hot secret key(s) payments
-_—

cold address(es)

offline
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Charles Ponzi
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o [0%h: FERRIEIIE

o IM: — T RK/M

o 2RER: BTIR

® |00M satoshi: B 1M

® 2IM: LE4sTHEN=

® 50, 25, 12.5....: SH&KRb
® 250bytes: HTUISS

o 732%: B (visa 2FFI13, Paypal 50-100)




BN e g0 {e]

B E E




tlﬁﬁfﬁz{ﬁ 5 PRk
At NSARY I 15




Blockchain II:%\IIEA

Technology

F] ARIFLAETE . ZKEE.
-"ﬁ$|11_1"'7ﬁ15'1 =T

, fERR=ENBZEA
HDLXIQLJ, AABN
SEXEERFRF, MR
ﬁ* __//*DIQI—-IO

I I I

N \
4 S

The Right to be Let Alone
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The Film of the Year

RS

Beforc the Fall of the Berlin Wall
b East Germany’s Secret PSIIES - time.com
‘Listened to Your Secrels.

OF - &
OTHERS=Y,

A TERRIFIC TALE' 'As hmely asitis tnmeless'

- Joseph Mor oms cm The Wall Street Jo.um.:z_a-

¥, A <

WRITTEN AND DIRECTED BY
FLORIAN HENCKEL VON DONNERSMARCK

ACADEMY
AWARD"®

BEST FOREIGN
LANGUAGE FILM
2006
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Don't be evil.
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Name Age Gender State of domicile Religion Disease

Ramsha 29 Female Tamil Nadu Hindu  Cancer %& %
o EXHE =
Yadu 24 Female Kerala Hindu Viral infection
Salima 28 Female Tamil Nadu Muslim | TB H% & E |/:|\
sunny 27 Male Karnataka Parsi No illness
Joan 24 Female @ Kerala Chrictian | Haart.ralatar
Bahuksana 23 Male @ Name Age Gender State of domicile Religion Disease
Rambha 19  Male  ~* 20 < Age <30 Female Tamil Nadu * Cancer
Kish 29  Mal N :
o = |- 20 <Age <30 Female Kerala * Viral infection
Johnson 17 Male
o 19 Male | 20 <Age =30 Female Tamil Nadu ) B
* 20 <Age =30 Male Karnataka * No illness
* 20 <Age <30 Female Kerala * Heart-related
* 20 <Age <30 Male Karnataka * B
* Age <20 Male Kerala * Cancer
* 20 <Age =30 Male Karnataka * Heart-related
* Age <20 Male Kerala * Heart-related

* Age <20 Male Kerala * Viral infection
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256 bit hash output
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4AAQ087FO0AS2ED2093FA81 6E53BO9B6317F9B8C1227A61F9481AFED67301F2E3FB
D3ES51477DCAB108750A5BC9093F6510759CC880BB171A5B77FB4A34ACA27DEDD
00000000008534FF68B98935D090DF5669E3403BD16F1CDFD41CF17D6B474255
BB34ECA3DBB52EFF4B104EBBC0974841EF2F3A59EBBC4474A12F9F595EB81 F4B
00000000002F891C1E232F687E41515637F7699EAQOF462C2564233FEO082BBOAF
0090488133779E7E98177AF1C765CF02D01AB4848DF555533B6C4CFCA201CBAl
460BEFA43B7083E502D36D9D08D64AFB99A100B3B80D4EA4F7B38E18174A0BFB
000000000000000078FB7E1F/E2E4854B8BC71412197EB1448911FA77BAE8S808A
652F374601D149AC47EQ01E7776138456181FA4F9DOEEDD8S8C4FDE3BEF6B1B7ECE
785526402143A291CFD60DA09CC80DD066BC723FDSFD20F9B50D61431 3529AF3
000000000041EE593434686000AF77F54CDE839A6CE30957B14EDEC10B15C9ES
9C20B06B01A0136F192BD48EOF372A4B9E6BAGABC36F02FCED22FD9780026A8F
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Hey folks! Here's
our next block to
work on

[ Pool manager
predt | (
_th'N JUL. LA coinbase:
|\’]0nck: 25-pool
0x00000000000a877902e. .. SSS haSIl: $$ \
0x000000000001e8709ce. .. / ‘/S 0x00000000000000003£89. ..
0x00000000000490c6b00. .. 0x0000000000007313£89. .. 0x0000000000045al611f. ..
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All other miners are
wasting effort here!
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Payout dividing among members

Pool Operator

N ] 797 1 e 5

proof that a memberis _

“toeing the line”
FIME. BF
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Solution
found!

Pool Members
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Payout dividing among members .
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Pool Operator

Solution

discarded “shares”:
proof that a member s
“toeing the line”
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Transaction Size (bytes)

1.00k

950
900
850
800
750
700
650
600

500
450
400

350

Time: 21
ransacti

Mar-2017 Transaction Size

on Size: 484
Observations 162
Mean 555.53
Median 499.02
Mode 357.60
Std. Dev. 144.38

21-Mar-2017 jy 01-Jul-2017 01-Oct-2017 01-Jan-2018 01-Apr-2018




XALLBZEhE







DR 7= 52 B ()

ALY 8]
R A B (8]
ALY 8]
1R = A B[]




Blockchain G H O ST'I-j]‘.D‘(

Technology

Secure High-Rate Transaction Processing in
Bitcoin

Financial Cryptography and Data Security 2015

main chain
< 3F [<—4C [ | 5B | according to

"longest"” rule
3E , .
/ main chain

2C <—— 3D [<—1 4B according

\ to GHOST
3C

2B l«— 3B attacker's
_____________ =4 - - -------_______secretchain

-~

Greedy Heaviest-
Observed Sub-tree 2D
selection Rule

—
- .
p— - —
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Block header

Lo iR &

Segregated Witness
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Blockchain \=») Sidechain

\N

The use of a two-way peg enables coins or other assets to be transferred between chains
otherwise deterministic exchange rate. A pegged sidechain is a sidechain whose assets cai

from and returned to other sidechains.
>

Bitcoin

Secondary blockchain
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Bitcoin Developer Guide

Find detailed information about the Bitcoin protocol and related specifications.

https:/bitcoin.org/en/developer-guide#block-chain-overview
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