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Hash Hash



Hash函数

http://www.fileformat.info/tool/hash.htm

https://en.wikipedia.org/wiki/Hash_function

https://en.wikipedia.org/wiki/Hash_table O(n)
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Hash函数
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Hash指针

Hash

Hash
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Hash数据模式 Blockchain Basics: A Non-Technical 
Introduction in 25 Steps @ APRESS
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区块结构Blockchain 
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密码学
https://en.wikipedia.org/wiki/Alan_Turing
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对称密码学 vs. 非对称密码学Blockchain 
Technology



DH vs. RSA

Whitfield Diffie Martin Hellman

Ronald L. Rivest Adi Shamir Leonard Max Adleman

2002

2015

1976

1978

Ralph Merkle
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公钥管理：PKI vs. PGP

Phil Zimmermann

1991

1999

P2P
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数字签名 Blockchain Basics: A Non-Technical 
Introduction in 25 Steps @ APRESS
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Peer to Peer

The Social Network

Sean Parker

1999

2003
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BitTorrent

Bram Cohen

2001

Distributed Hash Table

https://en.wikipedia.org/wiki/Distributed_hash_table

https://en.wikipedia.org/
wiki/BitTorrent

Blockchain 
Technology



分布共识

• n

 

✴  

✴  

IP
DNS

Distributed DB, Email, PKI
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拜占庭将军问题和Paxos

LESLIE   LAMPORT

2001

2013

1982
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比特币的交易传播

Pay to pkBob : H(  )

signed by Alice

• P2P  

• Alice  

• Bob P2P  

• A single, global ledger for the system 

•                                  
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比特币的分布共识

Tx
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Tx
Consensus

protocol

Block

➡ Node: crash, malicious 

➡ Network: Imperfect (online, latency)
Global Time
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比特币和身份

•  (ID) 

• 50% 

• P2P ID  

✴ Sybil Attack 

• Pseudonymity

• ID  

•
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比特币的隐形共识机制

•  

•  

•  

•
 

• Hash

 vs. 
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比特币的共识总结

•  

• Incentive 

✴  

•  

✴ 1  

✴
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矿工的任务

•
•
•
•
•
•

 vs. 
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寻找有效区块

32
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激励节点诚实

Can we penalize the node 

that created this block?

Can we reward nodes 

that created these blocks?

 vs. 
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比特币奖励

2100
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工作量证明

Output space of hash

Target 
space

PoW       

PoS        

Hash
 2014:10 20
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矿池
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14

months

Time to find first block

# blocks found 

in one year

probability 

(Poisson dist.)

0 42.4%

1 36.4%

2 15.6%

3+ 5.6%

Cost: ≈US$6,000

Expected time to find a 

block: ≈14 months

Expected revenue: 

≈$1,000/month

TerraMiner IV
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PPT



课后作业Homework

1
2

3 11 16 12
4

https://bitcoin.org/en/developer-guide#block-chain-overview
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