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Authentication

Security Level

® Something you are /can do

® Something you have
e OTP
® Smart Card
e USB Token

® Mobile Phone
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Something you have
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® Fingerprint

® Voice
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mething you know
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Something you are

Something you know
® Password
® Image

® Answer

Methoc



REGFHEKE
sHIE
LRIETF

= FRIAUEFL I




LA 0% @A)




Text Password

° jUKI:l MR SERRAT ZNEMAMERE,
-Rr-.l JE/JJ ;:_Eb J:J:I%__ /7\\

o ﬁ'_ETZJ?)”U 2T, TFEFRSERI, Moh
BE /] 5%

Table 1. Password characteristics.

Password characteristic Security focus Usability focus

Length Longer Shorter

Composition Heterogeneous characters Homogeneous characters
Uniqueness Forbid reuse Common passwords

Change frequency Often Seldom
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® passphrase.
passcode. personal
identification number .
watchword. access word
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Passwords Are Like Underwear £0001 Halmark Liseasing IncJ/ist. by Unvorsal Fress Synd cavo
I forgot the password for
Passwords are like underwear... the file where I feep all my
Change yours often. pa CCuords
Passwords are like underwear... m
[Don't share them
with friends.

Passwords are
like underwear...
The |onger, the

I Passwords are like

uhderwear...
Be mysterious.

Passwords are like

underwear...
Don't [eave yours
lYing around.
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® [960: MIT CTSS ® |/985: Green Book

® [970: MULTICS, Hash{Zfi§ ® [/985: NIST FIPS 112

® [979: crypt(), hash+salting

® 2004: Bill Gates, “the password is dead”

VIDEOS CXO WINDOWS 10 CLOUD INNOVATION SECURITY APF

MUST READ SAMSUNG CUTS PROFIT FORECAST BY $2.3 BILLION AFTER GALAXY NOTE 7 SAGA

Gates: The password is dead

Smart cards and 64-bit are the future says Microsoft chief.
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Others

OTP: One Time Password

/T&’L&._(Ej]n_,\ /?~\ ] SecurelD

SecurelD, from RSA Security, Inc., is one of the most widely used time-based to-

E == %%‘\ Hﬂ (TO (en) kens. One. version ?f the pl’Odl:lCt generates the one-time password by using a
re — .\.u.| . mathematical function on the time, date, and ID of the token card. Another ver-
%——EI:—J- 'Lﬁ%/__ }ﬂz sion of the product requires a PIN to be entered into the token device.

E"] $E }E % *[I] 2] [l '_:' "' =1 RSA SECURID TIME=SYNCHRONOUS TWO-FACTOR AUTHENTICATION
5 EOmE A | ER iy

Token code: 345734 RSA Token code: 345734

REFE AR5 21 (I
18], SEFF)NME <?m'mwon
i SSEEETMHE St

. . |
_ﬂ] % o  E—— RAS, VPN,
SSL=VPN,WLAN,
Web, and more

HAR4A: Admin
mECZ TH 2468234836

Algorithm Same algorithm

2t
Time oo Seed Same time oo Same seed
iUCTH‘é‘rﬁl

Used by permission of RSA Security, Inc., © Copyright RSA Security, Inc. 2004
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1Password

When it's too important to go anywhere else.
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User Input Output password
> Proxy >
Easy-to-remember Complex password
password without a meaning
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security token

CardSpace

Identity Providers

4) Present
security token

3) Get
security
token

1) Get

requirements ettt

I Tormation Cara s
Information Card 3

2) Select
desired identity
by choosing an

information
card
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OpenlD Authentication

Who are YOU™? Send me a Please write a referra
W W
notarized referral letter /' \\\ stating that I'm user@gma
agim e in] ¥ b
arr
Here IS the \J n 1
— —
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C 5 C S
name: Real Name name: Real Name
email: user@gmail email: user@gmail
notary: Google \ notary: Google

I OpeniD B=RIDM, ETURI
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Practice

® “Since many user-created password are particularly easy to
guess, all passwords should be machine-generated™

® Users “shall be instructed to use a password selected at
random, if possible, or to select one that is not related to their
personal identity, history, or environment”

® “Pick something you cannot remember, and do not write it
down™

® [ndependence when choosing multiple passwords

Users are also typically the most difficult component to model

Impossible for human to follow
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o OSHIEILZE] vs OSHISEFRZ (8]
o KE. fJpktx. EE. HXM

o T2 vs AN

o TFHEM vs ERFM

® [%checker vs blacklists

® offline vs online attack
o [<itim
o — REMIE o IEEBEMNRMHIWE
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® 2000s: =T MPurtEE, O<LTEN—" signal

o H<oRsignal: Ipihilk, IV E. Niwzs{E5 5. cookies. B kA
8], O<LBWARLIVAEFIE. BHIEHER

o JNMEHNGERAZE—T0/1, ME—T&ITE

® Continual authentication o LEITIETIR ¢ BISIEYATR
® Multilevel authentication o IEEURENSFEY

® Progressive authentication o EZWHAFEIE, PaF)
® winner-take-all o R RIRA TG

® two sided market ° XEOR
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Traditional Salt Hash

Username PassSalt HashPwd
Usernamel PassSaltl p HashPwdl
username?2 PassSalt2 p HashPwd2
Username(i) PassSalt(i) p HashPwd(i)

............ >
Username(n) PassSalt(n) p HashPwd(n)




Password

Leakage

Index
7210
7211
7212
7213
7214

Plain Text

Effluvium

Effort —

Effusive

Eft

egalitarian

Hash Index
y» er4345dg 7210
> elggw3 7211
7212
> jkl244 7213
> fgt24 7214
passwordl  abcl23 / myspacel  password
L Blink182 gwertyl fuckyou 123abc
baseballl footballl 123456 soccer
monkeyl liverpooll  princessl jordan23
slipknotl supermanl  iloveyoul  monkey
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Salt=HDF(P || U) & P*

@ B=Hash[HDF(P || U)&S || S] PARSEO<
» Username Salt B < B BoHash(P* || S) P “ELS"
Usernamel Saltl Bl
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PolyPassHash

F(Password, Salt) = HashPwd

ARFU

Username Salt Share No Stored data
Usernamel Saltl 1 Stored datal
username?2 Salt2 2 Stored data?2
Username(i) Salt(i) [ Stored data(i)
Username(n) Salt(n) n Stored data(n)
Y
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-<€—-Stored data=Share@HashPwd
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F(PasswordS, Salt) = HashPwdS —l

FFU

UsernameS Salt HashPwdS
UsernameS1 Saltl HashPwdS1
usernameS2 Salt2 HashPwdS2
UsernameS(n) Salt(n) HashPwdS(n)
UsernameV Salt HashPwdV
UsernameV1 Saltl HashPwdV1
usernameV?2 Salt2 HashPwdV2
UsernameV(n) Salt(n) HashPwdV(n)

1

F(Passx*ordv, Salt) = HashPwdV
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Honeywords

F(Password, Salt) = Hasthd—l

HoneyChecker

l FfEUsernamelFIEL S ZEHIXER

HashPwd €——11EsO0<$+4Honeywords

FFU

Username Salt
Saltl HashPwd1l
Salt2 HashPwd2

-

Usernamel Salt3 HashPwd3
Salt4 HashPwd4
Salt5 HashPwd5
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SlidePIN:

Slide-based PIN Entry Mechanism
on Smartphones



SlidePIN

www.eMarketer.com 4 digits PIN PatternLock

Enter Passcode
2.60

1.95

1.30

0.65

EN

0.00
2012 2013 2014 2015 2016 2017

http//www.mireview.com/blog/wp-content/upl /2013/03/timthumb.j

/ __| Shoulder surfing attack

Photo Audio Video N
SMS Call Email

Payment Location
SNS  Blog IM
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SlidePIN

Indirect Human-computable challenge-response
Computing burden Entry
Memory burden Mechanism 4_“ Keypad layout
t «<Additional factors
¢ Colors
1245 v¢ Symbols
______ >~ % Directions
v¢ Physical block C@ ......
v Eye tracking Bob
¥ Tactile sensor
3¢ Pressure sensor
% Vibration sensor Invisible Hardware support
¢ Back-of-Device interface Entry Deployment costs

Mechanism

Special human-computer Interface
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A PINEntry Method Resilient Against Shoulder Surfing@ CCS 2004




SlidePIN ColorPIN

Digit: 1
Color: black
Press: Q

Digit: 2
Color: red

Digit: 3
Color: white
Press: H

2 3 1 2

B onE Ko oN@ AFA VEM

4 5 6 4 5 6 4 5 6 O 6

VRE EVE B EM uKkE NG Kk PE NUB HVT s HI (L)F@ HNDD F HER

7 8 9 7 8 9 7 8 9 7 8 9

NKRRCH co@ EUR PV F o@ RN ucl crY BLM ¢ x@® X ¢

Figure 1: Exemplary PIN entry with ColorPIN. To input the PIN 1(black) 2(red) 3(white) 4(black) the user inputs the letters
“QFHL". After each key press, letter assignment changes randomly.

ColorPIN-Securing PIN entry through indirect input @ CHI 2010
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BoD AuthE

Filgure 1. BoD (Back-of-Device) Shapes authentication concept. a) Typ-
Ical hand posture when using one-handed Input for authentication. b)

The user authenticates by performing a row of simple shapes on the
back. ¢) Example of a user performing a single-stroke shape (**Down™).

Back-of-Device Authentication on Smartphones @ CHI 2013
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SlidePIN#EE &

Start |

]End |

PIN

SlidePIN

1245

*381629458#

Input with random

Slide-based PIN Entry Mechanism
|
SOLEC  numeric keypad is

NN
T -
5 8 1

22k

| more secure

Slide input is faster
Slide input is more secure
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CINSEES Slide Map Function

Layout |

F ( PIN, Layout )— Sequence

Trajectory |

*381629458%# | |

One-Time | F "( Sequence | ) =PIN

- H - Layout 2

/ Trajectory 2 E F-! ( Sequence |,
=.i % ﬂ \ Multi-Time Sequence 2,
n-“ Sequence 2 Se;l;e";;e PN

*1472341859#




SlidePIN

' Preparation '

Sequence

Length:
No limit 1 20 students

A 4

Sequence
Length:
9-15

Sequence Length
Experiment

20%6

Unlock
Experiment

20%6*4 | Group 1,2,3,4

Group | Input Keypad
1 Click Traditional
2 Click Random
3 Slide Traditional
4 Slide Random

N s

|

Avg Dist Sequence

Between Length
Keys Analysis

Time Time

Orientation Unlock Error

Rate

I

Attack
Experiment

éGroup 4
:107%6

A 4

Slide LCS
Sequences Analysis
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Too long  |* 0123456789 0123456789 0123456789 0123456789 #

138162754504
Why How ik

*381629450#

20 students
Too short *31629450# * 6 times 2564

oon ooE 0

i | ) Estimate
i of
- | . Distance
v
— - — between Keys
(a) (b)

(D(A)5(1.03+2.24+ 1.1 [ +2.08+3.03+2.25+2.84+4.00+3.33+3.83+4.88) /| I{2.78)
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Sl bl ey s ol sy o S rpp e o

————— | DB =238
NMM . D(C) = 2.25
e el | | DD)=187
200 (111 200 | S S
Lol +D(Q4+D(D)¥2)

(c)

1 10~2.31

P(Z3) = I D(Z3) = 11.55

P(Z2) = 116 D(Z2) = 10.82

P(ZI) = 1/200 D(ZI) =8.08
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® Estimate of Sequence Length
* Mean value of sequence length: 1 1.55vs |1.46
* Lower threshold of sequence length: 9

* Upper threshold of sequence length: |15

11.5%
10.7% 9.8%

10%  prrrrrsErsrsEawEEaw 7.3% FreTTTRETTERRTTRREEE |
5% 4% “% 3.2% E 3.3% :

0% ' 0.8% I . ' 0.8% g0 ;
0% E E - |

--------------------- Sequencelength
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® Shoulder surfing attack

| Sequence Length 9 |10 11 |12 |13 |14 |15
One-Time PIN 126 1210 1330 495 (715 1001 1365

Times ul \u2 u3 w4 wd w6 1’7 |us u9 ull
Multi-Time 2 6 6 6 |6 |7 |6 6 7 6 4
3 5 15 |4 |4 4 4 4 5 4

4 4 |4 4
® Guessing attack ® Replay attack
* Brute force attack * Random numeric keypad

* Dictionary attack




SlidePIN Al TSt

Groups | Average S tan.da.rd Threshold
Deviation |  Value
® Orientation time 1 0.687 | 0.133 | 0.989
2 1.064 0.199 1.510
3 0.798 0.293 1.846
4 1.186 0.225 1.713

0. 687 LU 989

Group 1 % l%e g o °o° .°
Q:oc;c%jO": °3e °

1. 106 1.510

Group 2 ° o T e Y |

%7 %'@£=°g°8 |
"""""""""""""""""" 0.897 . LB4e T
Gl”OUp 3 cors °.:‘-“c° o, L: : — ° °I °

:°£° ° ° o o °
1. 186 1.713

Group 4 e o:,° q"; °t°°c g°, 8@" ° o|° o

B 2o ol o o ol % . Orientation Time (s]

0.5 ’ > rTo-° °° 1.5 2.0 2.5
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® Unlock time
* Sliding is faster
* Input sequences become longer

* Random number keypad increases unlock time

Duration(s) i :
Red : 1 1§ i 8
Green: 2 : i I
Blue : 3 ? !
Black: 4 :

D
T=a+b*log2(w+1)

Difficulty

) 0.5 1.0 1.5 2.0 2.5
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® Error rate Groups

Error Rate

* Sequence length limit

1.67%

3.33%

% Start point and end point

7.69%

A W N

* Not familiar enough

13.04%

® Cost of learning
* SlidePIN is built based on 4-digits PIN
* SlidePIN is easy to use

* SlidePIN is interesting to use




PIN: 2118

H‘w
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ot “021939168#
'HH et 021939168
| : Fixed start point and end point 2: Same adjacent Digits
3: PIN storage \/ . 5: Attack based on Features

4: Smudge attack

Device ID or SIMID |

Key
l encrypt
PIN
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