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® The extent to which a product can be used by specified

users to achieve with effectiveness, efficiency,
and in a specified context of use.  -s09241-11: 1989
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® [t is essential that the human interface be designed for ease of
use, so that users apply the
protection mechanisms correctly. Also, to the extent that the
user's mental image of his protection goals match the

mechanisms he must use, mistakes will be minimized.
— The Protection of Information in Computer System. In Proc. IEEE 1975

® User-Centered Security, NSPW 1996
® User Are Not the Enemy, CACM 1999 *

® Why Johnny Can’t Encrypt: A Usability Evaluation of PGP 5.0,
USENIX Security, 1999
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Security and Usability: Designing Secure Systems that People Can Use (2005)

SOUPS 100
Acceptance [ SUBMITTED

Rates 75 B ACCEPTED

® . | |
Number of 0

Papers o

2005 2006 2007 2008 2009 2010 2011 2012 2013 2014 2015 2016

25% 35% 29% 30% 30% 24% 33% 20% 29% 27% 24% 28%

Innovative security or privacy functionality and design

Field studies of security or privacy technology

Usability evaluations of new or existing security or privacy features

Security testing of new or existing usability features

Longitudinal studies of deployed security or privacy features

Studies of administrators or developers and support for security and privacy

The impact of organizational policy or procurement decisions

Lessons learned from the deployment and use of usable privacy and security features
Foundational principles of usable security or privacy

Ethical, psychological, sociological aspects of usable security and privacy

http://shop.oreilly.com/product/9780596008277.do

—

Usable security and privacy implications/solutions for specific domains (e.g., loT, medical, vulnerable populations)

Replicating or extending important previously published studies and experiments
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http://cups.cs.cmu.edu/soups/ f

Symposium on Usable Privacy and Security (2005-Present)
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® Give end-users security controls they can
and privacy they can
computing environments of the future.”

for the

, pervasive

—Computing Research Association 2003
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Security Alert

I, Information you exchange with this site cannot be viewed or | |
changed by others. However, there is a problem with the site's /0
security certificate.

& The security certificate was issued by a company you have
not chosen to trust. View the certificate to determine whether
you want to trust the certifying authority.

& The security certificate has expired or is not yet valid.

& The name on the security certificate is invalid or does not
match the name of the site

The site's security certificate is not
trusted!

You attempted to reach lersse.ece.ubc.ca, but the server presented a
certificate issued by an entity that is not trusted by your computer's
operating system. This may mean that the server has generated its own
security credentials, which Google Chrome cannot rely on for identity

information, or an attacker may be trying to intercept your communications.

You should not proceed, especially if you have never seen this warning
before for this site.

[ Proceed anyway [ Back to safety ]

P Help me understand

ails |
Do you want to proceed? [ 4 . l
Y P ng uses: General | Details
Y Vi Certif Certificate Hierarchy
1es xew ertiicate ¥ Builtin Object Token:Verisign Class 3 Public Primary Certification Authority
¥ OU=www.verisign.com/CPS Incorp.by Ref. LIABILITY LTD.(C)97 VeriSign OU=Veri...

Lommon Name temnNg WED.Ca-us cimpanx.com web.da-us citibank.com

Organization (0) Citigroup

Organizational Unit(CU) GSO
Sa serlal Numbar 58A4:AB:20:8175:0D:DC:8AEA 64:0E:17:A4:9A:8D S

¥ webda-us.citibankcom

Issued By ¥ Certficate m
OK to Common Name (CN) <NotPart Of Certificate > Version

Organization (O) VeriSign Trust Network Serlal Number

Organizational Unit (QU) VeriSign, Inc. Certificate Signature Algorithm

Issuer

Any Validity v validity

Issued On 7/21/04 Not Before 4

 J - ’
Expires On 7/22/06 Not After X
uestion Field Value

Fingerprints

Ab t SHAL Fingerprint DS:SE:D1:03:EA:70:3A:97:7B:28:F8:0D:7B:97:FD:4 1:2B:F;
Ou MDS Fingerprint ABDB:89:FA:9E:B6:FA:8D:ES:DF:72:B5:0B:D5:DD:FE

Security

€ close
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Table 1. Password characteristics.

Password characteristic Security focus Usability focus

Length Longer Shorter

Composition Heterogeneous characters Homogeneous characters
Uniqueness Forbid reuse Common passwords

Change frequency Often Seldom
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Figure 1 Go game

Login [ Don't show indicators

Figure 22 Main login interface
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Balancing Security and
Usability in Encrypted Email

IEEE Internet Computing Magazine 2017
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