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上次课程内容Course 
Overview

1 2 3 4



课程项目

•  

✴ACM CCS IEEE S&P USENIX Security 

✴EuroSP FC 

✴ 2017 2018  

•
 

✴  

✴ PPT 

✴



本次课程内容Course 
Overview

1 2 3 4



Web



信誉定义Reputation 
Introduction

• A reputation system collects, distributes and aggregates 
feedback about participants’s past behaviour.

➡ punish bad and reward good behaviour.

• Reputation perception that an agent create through 
past actions about its intentions and norms.

• Reputation is what is generally said or believed about 
a person’s or thing’s character or standing.

• Reputation is Information used to make a value 
judgement about an object or person.



大学排名是一种信誉

https://cra.org/cra-statement-us-news-world-report-rankings-computer-science-universities/

Anyone with knowledge of CS research will see these rankings for what they are 
— nonsense — and ignore them. But others may be seriously misled.

Reputation 
Introduction



旅游推荐也是一种信誉Reputation 
Introduction



信誉无处不在

• GPA 

• 211/985/  

• CCF  

•  

• … 

• KPI 

• Top Ten 

•  

•  

•  

•  

• …

Reputation 
Introduction



为什么需要信誉

Trust Game

Reputation 
Introduction



现实中的信誉Reputation 
Introduction



挑战 vs. 机遇Reputation 
Introduction



京东Reputation 
Introduction



Pagerank

A Blinks to

votes for
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Reputation 
Introduction



•  

• Explicit vs. Implicit 

•  

• Local vs. Global 

•  

•  

•  vs. 

信誉的要素Reputation 
Introduction





信誉过程Reputation 
Model



信誉语法Reputation 
Model

•  

✴ ID

✴ /

✴

•  

✴

✴

✴

✴ Score

✴ Score

✴

✴ …

•  

✴ /

✴



声明Reputation 
Model

Who How What



推荐

Alice Dan 

Emily 

Recommendation, containing 

an opinion: “I trust Bob,  
context c, value v” 

Reputation, when multiple  

opinions are combined 

Cathy 

Reputation 
Model



信誉计算Reputation 
Model

•  

•  

•  

•

•  

✴

✴

✴

•
•
•
• bias



声明足够？Reputation 
Model



BiasReputation 
Model



再看声明Reputation 
Model

•  

✴

✴

✴

✴

• ID 

•  

•

•  

•

•  

•



可视化Reputation 
Model



集中式信誉系统Reputation 
Model



分布式信誉系统Reputation 
Model



面临攻击Reputation 
Model

• Playbook Attack 

• Value Imbalance Attack 

• Reputation Lag Attack 

• Proliferation Attack

• Re-entry Attack 

• Collusion Attack 

• Sybil Attack





Morton Deutsch定义Trust

•
➡

➡

➡

•
➡
➡
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Niklas Luhmann定义Trust

•
➡
➡

•
➡
➡



Bernard Barber定义Trust

•
➡
➡
➡

•
➡
➡
➡



Diego Gambetta定义Trust

•
➡

➡
➡

•
➡
➡

➡



抽象模型Trust

Trustor Trustee



信任描述Trust



信任动态性Trust

初始
信任
关系

信任
更新

事件
发现



信任度量Trust



信任攻击Trust



PPT



课后作业Homework

1
2

3 12
4

In Internet Computation 2016.



参考书

• F.Randall Farmer 
and Bryce Glass. 
Building Web 
Reputation System. 
O'Reilly 2010.

Homework
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