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Honeywords: making password-cracking detectable
Authors: Juels, Ari, Rivest, Ronald L

Abstract: We propose a simple method for improving the security of hashed passwords:
the maintenance of additional ‘honeywords’ (false passwords) associated with each
user's account. An adversary who steals a file of hashed passwords and inverts the hash
function cannot tell if he has found the password or a honeyword. The attempted use of a
honeyword for login sets off an alarm. An auxiliary server (the ‘honeychecker’) can
distinguish the user password from honeywords for the login routine, and will set off an
alarm if a honeyword is submitted.

Key words: authentication chaffing honeywords login password cracking password
hashes passwords
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How to share a secret
Authors: Adi Shamir

Abstract: In this paper we show how to divide data D into n piecesin such a way that D is
easily reconstructable from anyk pieces, but even complete knowledge of k - 1 pieces
reveals absolutely no information about D. This technique enables the construction of
robust key management schemes for cryptographic systems that can function securely
and reliably even when misfortunes destroy half the pieces and security breaches expose
all but one of the remaining pieces.

Key words: cryptography, key management, interpolation
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Enter Username : Alice
Enter Password Choxee : T332
Choose a random string

to complete your password
Enter Revised Password : FAEEEE RN
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Honeyword Flatness DoS Security System Typo Stress on Storage
method Resiliency | against MSV interference | safety | memorability | overhead
CTD 1/kifU=G low low no low low k-1
modelling -syntax 1/kif U =G high low no high low k-1
take-a- tal 1/k (unconditionally) low high high high high k-1
PDP 1/k ® high high low high low 1
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welcome to Register!

g1S

please input your username:

please input your password: (length of password >=8 and <=20;range:Upper and lower case letters and numbers )
jisdhjskhsyj
gsygd, password isjisdhjskhsyj

ter success!

ter:input 0
Login:input 1

jelcome to Login!
please input your username:
shdgss
please input your password:
jisdhjskhsyj
shdgsygd jisdhjskhsyj
|

success!
ter:input 0
;input 1

welcome to Login!
please input your username:

pleésé input your password:
j ywf je jf
rgd jversywf jejf

ter:input 0
input 1
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B C:\Users\dragon\Desktop\IfIZEHN\ {58 Z £ T2\l E \honeyword\pass_server\Debug\pass_server.exe
welcome to pass_server!

er thread is processing
Login thread is processing

Register thread receive: username:shdgsygd password: jisdhjskhsyj from user
success to save username and password to file!
userid:4
passwordid: 18
Login thread receive:shdgsygd| jisdhjskhsyj from user
success!exist in the file
=4;passwordid=18

hdgsygd | jversywf jejf from user
e

S
i
I




B | C:\Users\dragon\Desktop\IREZZN2(5EZ 2 TE\ImE \honeyword\checker_server\Debug\checker_server.exe
welcome to check_server!
Register thread is processing!
check thread is processing!
recvive98from pass_server

28

server9010
server9011
server9012
\ server9013
:988to server9014
:1878to server9015
server9016
server9017
y server9018
v:12358to0 server9019
recvive98from pass_server
send userid:4to server9020
subkey of userid=4:28from subserver:9020
send userid:4to server9021
receive the subkey of userid=4:70from subserver:9021
send userid:4to server9022
receive the subkey of userid=4:192from subserver:9022
send userid:4to server9023
receive the subkey of userid=4:466from subserver:9023
send userid:4to server9024
receive the subkey of userid=4:988from subserver:9024
send userid:4to server9025
subkey of userid=4:1878from subserver:9025
send userid:4to server9026
receive the subkey of userid=4:3280from subserver:9026
send userid:4to server9027
receive the subkey of userid=4:5362from subserver:9027
send userid:4to server9028
receive the subkey of userid=4:8316from subserver:9028
send userid:4to server9029
receive the subkey of userid=4:12358from subserver:9029
real passwordid=18
userid:4, passwordid:18is correct!
recvive80from pass_server
send userid:4to server9020
subkey of userid=4:28from subserver:9020
send userid:4to server9021
receive the subkey of userid=4:70from subserver:9021
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C:\Users\dragon\Desktop\IiREE2ZErN 258 = £ TE\IE \honeyword\checker_server\Debug\checker_server.exe
:4to server9021
subkey of userid=4:70from subserver:9021
:4to server9022
receive the subkey of userid=4:192from subserver:9022
send userid:4to server9023
receive the subkey of userid=4:466from subserver:9023
send userid:4to server9024
receive the subkey of userid=4:988from subserver:9024
send userid:4to server9025
receive the subkey of userid=4:1878from subserver:9025
send userid:4to server9026
receive the subkey of userid=4:3280from subserver:9026
send userid:4to server9027
receive the subkey of userid=4:5362from subserver:9027
send userid:4to server9028
receive the subkey of userid=4:8316from subserver:9028
:4to server9029
receive the subkey of userid=4:12358from subserver:9029
real passwordid=18
id:4, passwordid:18is correct!
recvive80from pass_server
send userid:4to server9020
receive the subkey of userid=4:28from subserver:9020
send userid:4to server9021
receive the subkey of userid=4:70from subserver:9021
send userid:4to server9022
receive the subkey of userid=4:192from subserver:9022
send userid:4to server9023
receive the subkey of userid=4:466from subserver:9023
send userid:4to server9024
receive the subkey of userid=4:988from subserver:9024
send userid:4to server9025
receive the subkey of userid=4:1878from subserver:9025
send userid:4to server9026
receive the subkey of userid=4:3280from subserver:9026
send userid:4to server9027
receive the subkey of userid=4:5362from subserver:9027
send userid:4to server9028
receive the subkey of userid=4:8316from subserver:9028
send userid:4to server9029
receive the subkey of userid=4:12358from subserver:9029
real passwordid=18
userid:4, passwordid:0;warning!someone might get the password file!g




processing!
processing!
processing!
processing!
processing
processing!
processing!
processing!
processing!
processing!
processing
processing!
processing!
processing!
processing!
processing!
processing!
processing!
processing!
s processing!
subserver9010receive userid:
4 28

subserver90l1lreceive userid:

subserver

subserver:

subserver:
1bserver

12receive userid:

ver9013receive userid:

subserver9014receive userid:
4 988
subserver9015receive
4 1878
subserver9016receive
4 3280
subserver9017receive
4 5362
subserver901

userid:
userid:
userid:
8receive userid:
userid:

subserver9020receive userid:

Z2 TRE\IREB \honeyword\distributed_server\Debug\distributed_server.exe

4subkey28from checker
4subkey70from checker
4subkeyl92from checker
4subkey466from checker
4subkey988from checker
4subkey1878from checker
4subkey3280from

checker

4subkey5362from checker

checker

4subkey8316from

v19

4subkey12358from checker

4from checker

subserver9020send the subkey of userid=4:28to checker

subserver9021receive userid:
subserver9021send the subk
subserver9022receive userid
subserver9022send the subk

4from checker
y of userid=4:70to checker
:4from checker
y of userid=4:192to checker

subserver9023receive userid:4from checker
subserver9023send the subkey of userid=4:466to checker
subserver9024receive userid:4from checker
subserver9024send the subkey of userid=4:988to checker
subserver9025receive userid:4from checker
subserver9025send the subkey of userid=4:1878to checker




B | JEZEC:\Users\dragon\Desktop\IREEERN 25822 T2\ B \honeyword\distributed_server\Debug\distributed_server.exe
4 3280
subserver9017receive userid:4subkeyb5362from checker
4 5362
subserver9018receive userid:4subkey8316from checker
4 8316
subserver9019receive userid:4subkeyl2358from checker
4 12358
subserver9020receive userid:4from checker
subserver9020send the subkey of userid=4:28to checker
subserver9021receive userid:4from checker
subserver9021send the subkey of userid=4:70to checker
subserver902 eive userid:4from checker
subserver9022send the subkey of userid=4:192to checker
subserver9023receive userid:4from checker
subserver9023send the subkey of userid=4:466to checker
subserver9024receive userid:4from checker
subserver9024send the subkey of userid=4:988to checker
receive userid:4from checker

subserver9025send the subkey of userid=4:1878to checker
subserver9026receive userid:4from checker
subserver9026send the subkey of userid=4:3280to checker
subserver9027receive userid:4from checker
subserver9027send the subkey of userid=4:5362to checker
subserver9028receive userid:4from checker
subserver9028send the subkey of userid=4:8316to checker
subserver9029receive userid:4from checker
subserver9029send the subkey of userid=4:12358to checker
subserver9020receive userid:4from checker
subserver9020send the subkey of userid=4:28to checker
subserver9021receive userid:4from checker
subserver9021send the subkey of userid=4:70to checker
subserver9022receive userid:4from checker
subserver9022send the subkey of userid=4:192to checker
subserver9023receive userid:4from checker
subserver9023send the subkey of userid=4:466to checker
subserver9024receive userid:4from checker
subserver9024send the subkey of userid=4:988to checker
subserver9025receive userid:4from checker

5send the subkey of userid=4:1878to checker
subserver9026receive userid:4from checker
subserver9026send the subkey of userid=4:3280to checker
subserver9027receive userid:4from checker
subserver9027send the subkey of userid=4:5362to checker
subserver9028receive userid:4from checker
subserver9028send the subkey of userid=4:8316to checker
subserver9029receive userid:4from checker
subserver9029send the subkey of userid=4:12358to checker




