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可用性定义

• The extent to which a product can be used by specified 
users to achieve specified goals with effectiveness, efficiency, 
and satisfaction in a specified context of use. ISO 9241-11: 1989
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可用性评估

•
• lab study field study

•
• session

• IRB

•
•
• Web Amazon Mechanical Turk
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可用安全起源

• It is essential that the human interface be designed for ease of 
use, so that users routinely and automatically apply the 
protection mechanisms correctly. Also, to the extent that the 
user’s mental image of his protection goals match the 
mechanisms he must use, mistakes will be minimized.

—The Protection of Information in Computer System. In Proc. IEEE 1975

• User-Centered Security, NSPW 1996

• User Are Not the Enemy, CACM 1999 

• Why Johnny Can’t Encrypt:  A Usability Evaluation of PGP 5.0, 
USENIX Security, 1999
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SOUPS

Security and Usability Designing Secure Systems that People Can Use (2005) 

Symposium on Usable Privacy and Security (2005-Present)

http://cups.cs.cmu.edu/soups/

http://shop.oreilly.com/product/9780596008277.do
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可用安全

• Give end-users security controls they can understand 
and privacy they can control for the dynamic, pervasive 
computing environments of the future.” 

—Computing Research Association 2003

•

•
• HCI

• UI

Usable Security 
Overview

HCISec



为什么需要可用安全

•

•

•   If you 
want security, you must be 
prepared for inconvenience

•

•

•

•

•

• ….

•
•
•
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可用安全面临挑战

•
• “ ”

•

•
•
•
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可用安全的目标

•
•
•
•
•
•
•
•
•
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安全不可见

•
• SSH SSL VPN IBE

•
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安全与隐私可理解

•
•
•

•
•
•
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人的能力是有限的！ 

人是会犯错误的！ 

人与人是不同的！ 



网络钓鱼

Bank A 

Fake Site 

pwdA 
pwdA 
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证书

Say    
OK to 
Any 
Question 
About 
Security
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文本口令

•
 

•
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强口令

• 7

•
•
•
•
•
•
•
• “abcdefg” “234567”

• “qwerty”
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PassFaces
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Privacy Bird

• Web

✴
• Privacy Bird

✴
✴

http://www.privacybird.org/
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