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主要内容



密码学 
和加密货币



货币



•  

• 256  

• O(n)

Hash函数

•  

•  

•



抗碰撞

2130 

99.8% 



应用：Hash作为消息摘要

H(x) = H(y) x = y

hash



隐匿性

• H(x) x

H(“heads”)

H(“tails”)

•



隐匿性应用：承诺

nonce

com := commit(msg, nonce) 

msg
match := verify(com, nonce, msg) 

key msg

commit(msg) := ( H(nonce | msg), H(nonce) ) 

verify(com, nonce, msg) := ( H(nonce | msg) == com ) 

com msg

msg!=msg’, commit(msg,nonce) == 
commit(msg’,nonce’)



难题友好



SHA-256



Hash指针

• Hash

Hash
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区块链



防止篡改



梅克尔树



成员证明

O(log n) 
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数字签名



不可伪造游戏



公钥即身份



高飞币



贪心币



贪心币



贪心币
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