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Privacy definitions
are not
one-size-fits—all
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Fig. 5: Anonymization and de-anonmymization attacks.
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® Reporting the processing
%Data Protection Authority
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® Transparent Processing
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® Right of the parties involved
K AEREH

® Processing personal data by a processor
X EHERE, BXSRI

® protection again loss and unlawful processing of
personal data

e Data traffic with countries outside the EU
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e Data quality
X, B, AR, &IV




T AE Rt w5

. TAER o WNFEBRHTHOR
% 2= bt Email. & o
iE. SSN. ZHEk. B * ITHERVE
TR . ... N
) * RGELEE
o FIERESHEEHEAR o
- o IU=IWETABE
P —— . ERRPIARE
o Y{O{RIEXLE S EANIA




T AE Rt w5

o %EEE/\J44/I\I}\|\|:|12¥12—‘—27'5?§;, g AAL:I:uJ%TF
572 MWNELS SN ET DA * BIRATE
1 58 * FRIET]
o BREENABEEN LTI * (EEIKE
WL o NI
* B * MEATRETF AR
* sunlight is the best disinfectant R, BORUBHRE
¥ right to know x ZBENHHRE BRI
e Toxic Release Inventory (1986) * REIHATMMEEER, 1
== [EESES =
o BHIATTEE vs EIHATER TRREREXS IR
E




FRARIPHIB B

—»0
message

e
aCCess

anonymity group «event»



[SEEUE
HeE

controller

EELERER

NZEARR




o HIMAIL
o Bl
o M7
o &5
. BiE

* IHTE



How PET
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The Platform for Privacy Preferences

Web Privacy
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What Next?

b Congratulations!
:f This browser is configured to use Tor

Alice

Alice's Tor client
picks a random path to
destination server. Green
links are encrypted, red
links are in the clear.

E) How Tor Works
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The anonymous
Internet

Daily Tor users
per 100,000
Internet users

B > 200
I 100 - 200
B 50 - 100
B 25-50
| 10-25
. 15-10
<5
' no information

Daily Tor users

10,000
2,500
1,000
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Name Age Gender State of domicile Religion Disease

Ramsha 29 Female | Tamil Nadu Hindu Cancer
Yadu 24 Female Kerala Hindu Viral infection
Salima 28 Female Tamil Nadu Muslim | TB
sunny 27 Male Karnataka Parsi No illness
Joan 24 Female @ Kerala Chrictian | Haart.ralatar
Bahuksana 23 Male @ Name Age Gender State of domicile Religion Disease
Rambha 19 'Male | * 20 < Age <30 Female Tamil Nadu * Cancer
Kishor 29 Male . -
* 20 <Age <30 Female Kerala * Viral infection
Johnson 17 Male
e 19 Male 20 <Age <30 Female Tamil Nadu ) B
* 20 <Age <30 Male Karnataka * No iliness
* 20 <Age <30 Female Kerala * Heart-related
* 20 <Age <30 Male Karnataka * B
* Age <20 Male Kerala * Cancer
* 20 <Age =30 Male Karnataka * Heart-related
* Age <20 Male Kerala * Heart-related

* Age <20 Male Kerala ¥ Viral infection
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RFID Privacy  Killing, SleepingFlRenaming
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® RFID =ProductlypelD + UniquelD
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RFID Privacy Re-encryptionFAProxy

e Faraday Cage
e \Watchdog Tag
e RFID Guardian
e RFID Enhanced Proxy




RFID Privacy
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RFID Inactive

RFID Active
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Figure 1: Object hierarchies in RFID-enabled supply chains This schematic represents the path taken by an individual pack of
razor blades from the factory to the consumer’s home. Please refer to Section 2.2 for details.
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