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推荐一本书



PETS

https://petsymposium.org/ 

https://petsymposium.org/


Privacy definitions 
are not  

one-size-fits-all



定义What

• Wiki

✴

•
✴

•
✴
✴

The right to be let alone



来源What

private
privare



隐私系统What



隐私泄漏渠道What

•
✴

•
✴

•



隐私面临挑战What

•  vs 

•
•  vs 

•
•
•
✴
✴



相关概念What

•
•
•
•
•
•



Why



Big BrotherWhy



斯诺登Why

http://en.wikipedia.org/wiki/Edward_Snowden http://en.wikipedia.org/wiki/PRISM_(surveillance_program)

http://en.wikipedia.org/wiki/Edward_Snowden
http://en.wikipedia.org/wiki/PRISM_(surveillance_program


审查和监视Why

http://maherarar.net/

•
✴  vs 

•
•
✴
✴
✴ .

• Function Creep

http://maherarar.net


英国身份证Why

•
✴
✴
✴

• 1915 1918 1939 1952

• 2006 50 39

•

•



大数据 

隐私的灾难



主要隐私威胁Why

• Big Brother

✴
✴

• Little Sister

✴ ISP IDM

✴
• Big Mess

✴



智能家居Why



智能交通Why

http://www.intellimec.com/m2m-telematics/traffic/

http://www.intellimec.com/m2m-telematics/traffic/


智能海关Why

•
•
✴

✴

✴

✴

✴



其余Why

•
•
•
•
•
•
•
•
• ... ...



SNS隐私

• 2000

✴87% ZIP

• 2005 Facebook profile

✴90.8% 87.8% 39.9% 50.8%

✴

• 2005

✴ SSN

Why

•
✴2008 BBC News

•
✴2010 The Wall Street Journal

•
✴2008 150 91%



去匿名化攻击Why

• SNS

✴2010 Twitter 4 profile 14
10 tweets

•
✴
✴
✴2006 AOL 65 2

✴  vs 

✴

•



How



欧盟隐私数据保护法律How

• Reporting the processing

✴Data Protection Authority

✴
• Transparent Processing

✴
• “As required” Processing

✴
• Lawful basis for data processing

✴



欧盟隐私数据保护法律How

• Right of the parties involved

✴
• Processing personal data by a processor

✴
• protection again loss and unlawful processing of 

personal data

• Data traffic with countries outside the EU

✴
• Data quality

✴



个人信息泄漏披露How

•
✴ Email

SSN
...

•

✴

•

•

✴

✴

•
•



个人信息泄漏披露How

• 44

•

•
✴ sunlight is the best disinfectant
✴ right to know

• Toxic Release Inventory (1986)

•  vs 

•
✴

✴

✴

•
✴

✴

✴



隐私保护的目的How



三种假设How



如何做How

•
•
•
•
•
•



PETHow

• PET Privacy Enhancing Technology

•
✴

✴

•
✴

✴ Email Web Key …

✴ Email Document …

✴ Email Web Pop-up …

✴ Data Activity Browserß

•
✴

✴

➡

➡

➡



P3PHow

http://www.w3.org/p3p
http://p3pbook.com

Platform for 
Privacy 
Preferences 
Projects

http://www.w3.org/p3p
http://www.w3.org/p3p


P3PHow

•
•
•
•
•
•
•
•



TorHow



Tor使用情况How



K匿名How



RFID隐私



RFID应用RFID Privacy

•
✴ ...

•
✴

•
✴



Killing、Sleeping和RenamingRFID Privacy

• PIN Killing Sleeping

• 32bit EPC Class2 Gen2

• PIN

•

• RFID ProductTypeID UniqueID

• RFID RealID or TempID

• Tags RFID1 RFID2

• ID

•



Re-encryption和ProxyRFID Privacy

•

• Faraday Cage

• Watchdog Tag

• RFID Guardian

• RFID Enhanced Proxy



物理机制RFID Privacy

•

RFID

•
✴

✴

✴



为什么使用物理机制RFID Privacy

Tag

Reader

基于标准密码学

基于轻量级密码学

低成
本T
ag对称加密

⾮对称加密

有限计算
有限存储

Hash HBPseudonyms

更容易被攻破



物理机制例子RFID Privacy

• Sensor

✴ +

✴ On/Off

•
✴ Kill

✴ 2 2

Unidirectional Key 
Distribution Across Time 

and Space with 
Applications to RFID 
Security，USENIX 
Security Symposium 

2008



课后作业

•
➡ Designing Statistical Privacy for Your Data. In 

CACM 2015.

Homework
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