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Introduction

® The process of granting or denying specific
requests to:

X obtain and use information and related
information processing services; and

X enter specific physical facilities. NIST IR 7298

® A process by which use of system resources is
regulated according to a security policy and is
permitted only by authorized entities (users,
programs, processes, or other systems) according

to that policy.
RFC 4949
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Figure 4.1 Relationship Among Access Control and Other Security Functions
Source: Based on [SANDY4].
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Figure 4-1 Subjects are active entries that access objects, while objects are passive entities.
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Every program and every privileged user
of the system should operate using the least
amount of privilege necessary to complete the job.
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Figure 4-2 Four steps must happen for a subject to access an object: identification, authentication,
authorization, and accountability.
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Unmasking Identity Management Architecture (IMA)
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