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信息安全管理中的 

物理安全
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物理访问控制Physical 
Security
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环境安全Physical 
Security
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设备安全Physical 
Security
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电力Physical 
Security
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信息安全工程中的 

物理保护



• Security Engineering (Second Edition). Chapter 11: Physical 
Protection. 

• Security Engineering (Second Edition). Chapter 14: Security 
Printing and Seals. 

• Security Engineering (Second Edition). Chapter 16: Physical 
Tamper Resistance. 

• Security Engineering (Second Edition). Chapter 17: Emission 
Security.

主要内容



墙是一种物理保护Physical 
Protection
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访问控制Physical 
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物理防护手段和威胁Physical 
Protection
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威慑和障碍
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存在万能钥匙Physical 
Protection



电子锁Physical 
Protection



封印Security Printing 
and Seals



封印Security Printing 
and Seals



安全打印Security Printing 
and Seals



攻击安全处理器Emission 
Security
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物理防篡改 vs 物理攻击Physical  Tamper 
Resistance

IBM 4758



发射安全Emission 
Security
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中继攻击Emission 
Security

中继读写器 中继标签

标签 读写器

中继信道

RFID



浏览器指纹



浏览器指纹Browser 
Fingerprinting
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• JavaScript HTML5  
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• Flash NPAPI  

• cookies
Ghostery AdBlock



背景Browser 
Fingerprinting
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CookieBrowser 
Fingerprinting



浏览器指纹提取Browser 
Fingerprinting



浏览器属性分类Browser 
Fingerprinting
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HTML 5 CanvasBrowser 
Fingerprinting

• canvas

JavaScript

OS OS Version
Browser Browser Version
GPU
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Font MetricsBrowser 
Fingerprinting
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Font MetricsBrowser 
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例子Browser 
Fingerprinting



浏览器指纹提取防范Browser 
Fingerprinting
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浏览器指纹提取防范系统Browser 
Fingerprinting



课后作业

•
➡ Beauty and the Beast: Diverting Modern Web 

Browsers to Build Unique Browser Fingerprints. 
IEEE S&P 2016.
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