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什么是CAPTCHA



CAPTCHA定义Introduction

• CAPTCHA

Completely 

Automated

Public

Turning test to tell 

Computers and 

Humans 

Apart
http://www.captcha.net/

http://en.wikipedia.org/wiki/CAPTCHA

http://www.captcha.net
http://en.wikipedia.org/wiki/CAPTCHA


CAPTCHA定义Introduction

• A program that generates and grades tests that are 
human solvable but beyond the capabilities of current 
computer programs

•
•



CAPTCHA历史Introduction

• 1996,  Moni Naor

• 1997 , AltaVista

• 2000 von Ahn Blum
OCR

CAPTCHA

• Yahoo
CAPTCHA

• 2007 reCAPTCHA
HIPs:

Human Interactive Proof

• 2007 NoCAPTCHA

• … …

OCR:
Opitcal Character Recognition



CAPTCHA应用Introduction

✴ spam

✴

✴ spam
email

✴

✴ bots

SPAM

•
✴ bots



CAPTCHA vs AIIntroduction

• CAPTCHA

✴Email

✴BBS

✴Blog

✴SNS

✴Security

✴ ... ...

• CAPTCHA

✴

✴

✴

✴

✴ ... ...

AI



NoCAPTCHAIntroduction



文本CAPTCHA



文本 vs 图片Text 
CAPTCHA

•

•
sunhp@ss.pku.edu.cn

s
•
•
•
•

mailto:sunhp@ss.pku.edu.cn


GIMPY／EZ-GIMPY

http://www.cs.sfu.ca/~mori/research/gimpy/

GIMPY

EZ-GIMPY

Text 
CAPTCHA

http://www.cs.sfu.ca/~mori/research/gimpy/


文本CAPTCHA原理Text 
CAPTCHA

Yahoo’s EZ-Gimpy



常见文本CAPTCHAText 
CAPTCHA



人为攻击CAPTCHAText 
CAPTCHA



OCRText 
CAPTCHA

• OCR Optical Character Recognition

http://en.wikipedia.org/wiki/Optical_character_recognition

http://en.wikipedia.org/wiki/Optical_character_recognition


漏洞Text 
CAPTCHA

•
•
•
•

0.0.1% or 1%



攻击例子Text 
CAPTCHA



设计框架Text 
CAPTCHA

…



常用技术Text 
CAPTCHA

•
•
•



AUD、IR、MIOR



声音CAPTCHAOther 
CAPTCHA



分类CAPTCHAOther 
CAPTCHA



分类CAPTCHAOther 
CAPTCHA



逻辑CAPTCHAOther 
CAPTCHA



拼图CAPTCHAOther 
CAPTCHA



NuCAPCTHAOther 
CAPTCHA

⽤户⾏为分析系统



CAPYOther 
CAPTCHA



MineyeOther 
CAPTCHA



CAPTCHA 
广告



NLPCAPTCHAOther 
CAPTCHA



AdCAPTCHAOther 
CAPTCHA



SolveMediaOther 
CAPTCHA



DoubleRecallOther 
CAPTCHA

http://doublerecall.com/

http://doublerecall.com


YoCAPTCHAOther 
CAPTCHA



印象码Other 
CAPTCHA



YucMediaOther 
CAPTCHA



CAPTCHA 
和Smartphones



Noise CAPTCHASmartphones 
CAPTCHA

CCNC 2011



Touch CAPTCHASmartphones 
CAPTCHA



其余Smartphones 
CAPTCHA



STAMP  
CAPTCHA



中文CAPTCHAStamp 
CAPTCHA



设计思想Stamp 
CAPTCHA
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主要机制Stamp 
CAPTCHA
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主要机制Stamp 
CAPTCHA
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