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主要内容



参考书



身体作为口令



定义Introduction
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历史Introduction

Gilead then cut Ephraim off from the fords of the 
Jordan, and whenever Ephraimite fugitives said, 
'Let me cross,' the men of Gilead would ask, 'Are 
you an Ephraimite?' If he said, 'No,' they then said, 
'Very well, say "Shibboleth" (שבלת).' If anyone said, 
"Sibboleth" (סבלת), because he could not 
pronounce it, then they would seize him and kill 
him by the fords of the Jordan. Forty-two thousand 
Ephraimites fell on this occasion.
—Judges 12:5-6, NJB

The Book of Judges

http://shibboleth.internet2.edu/
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历史Introduction
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现状Introduction
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应用Introduction
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优缺点Introduction
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911的影响Introduction



挑战Introduction



Biometric System 



构成System



生物特征System
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注册System
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模版管理System
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匹配算法System
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性能指标System

• FAR: False Acceptance Rate

• FRR: False Rejection Rate

• ERR: Equal Error Rate

• ROC: Receiver Operating 
Characteristic

• AUC: Area Under the 
Curve of ROC



Types of Biometrics



指纹Types of 
Biometrics



指纹Types of 
Biometrics



指纹Types of 
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指纹Types of 
Biometrics

亨利系统将⼀个指纹的图形划
分为：左环，右环，拱，涡和
棚状拱。环型占了将近2/3的指
纹图象，涡占1/3，可能存在5-
10%的拱，这种指纹图形分类
⽅法在⼤规模刑侦上有着⼴泛
运⽤，但在⽣物识别认证⽅⾯
很少有运⽤。

crossover 交叉 

core核

bifurcation分岔 

ridge ending脊断点 

island 岛型区域 

delta三⾓形区域 pore孔http://www.biocn.com/serv-finger.htm

http://www.biocn.com/serv-finger.htm


指纹Types of 
Biometrics

16 10 8



手机上指纹的历史Types of 
Biometrics

1998

SAGEM 
MC 959
2000 2012 3.7

2013 2.5
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攻击指纹Types of 
Biometrics



手型Types of 
Biometrics

INS 

AirAuth



脸型Types of 
Biometrics

1996 FERET

100 86



语音Types of 
Biometrics
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虹膜和视网膜Types of 
Biometrics

http://www.cl.cam.ac.uk/~jgd1000/
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签名Types of 
Biometrics
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ePadLink 
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PDA PChttp://www.epadlink.com/
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击键Types of 
Biometrics

http://www.biopassword.com/   

“ ”

http://www.biopassword.com/bp2/products/demo/


其他Types of 
Biometrics



如果一个系统是人制作的 

那么它也能被人击败



唯一性Challenge



持久性Challenge



噪音Challenge



攻击Challenge



欺骗Challenge



活体检测Challenge
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隐私保护Challenge
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BioKeyChallenge



标准化Challenge

https://www.nist.gov/itl/iad/image-group/programsprojects 

https://www.nist.gov/itl/iad/image-group/programsprojects


普适的生物学认证Challenge
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Defines 
You!



前途是光明的？ 

道路是曲折的！



课后作业

•
➡ Zahid Akhtar et al. Biometric Liveness Detection: 

Challenges and Research Opportunities. IEEE 
Security & Pricacy Magazine. 2015

Homework

http://ieeexplore.ieee.org/abstract/document/7310809/?reload=true
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