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Authentication

Security Level

® Something you are /can do

® Something you have
e OTP
® Smart Card
e USB Token

® Mobile Phone
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Something you have
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® Fingerprint

® Voice
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mething you know
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Something you are

Something you know
® Password
® Image

® Answer

Methoc



Text Password
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Table 1. Password characteristics.

Password characteristic Security focus Usability focus

Length Longer Shorter

Composition Heterogeneous characters Homogeneous characters
Uniqueness Forbid reuse Common passwords

Change frequency Often Seldom



Text Password
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https://www.wired.com/2012/01/computer-password/

® passphrase.
passcode. personal
identification number .
watchword. access word



Text Password

Passwords Are Like Underwear £0001 Halmark Liseasing IncJ/ist. by Unvorsal Fress Synd cavo
I forgot the password for
Passwords are like underwear... the file where I feep all my
Change yours often. pa CCuords
Passwords are like underwear... m
[Don't share them
with friends.

Passwords are
like underwear...
The |onger, the

I Passwords are like

uhderwear...
Be mysterious.

Passwords are like

underwear...
Don't [eave yours
lYing around.
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Password
is Dead Jj—JEE

® [960: MIT CTSS ® |/985: Green Book

® [970: MULTICS, Hash{Zfi§ ® [/985: NIST FIPS 112

® [979: crypt(), hash+salting

® 2004: Bill Gates, “the password is dead”

VIDEOS CXO WINDOWS 10 CLOUD INNOVATION SECURITY APF

MUST READ SAMSUNG CUTS PROFIT FORECAST BY $2.3 BILLION AFTER GALAXY NOTE 7 SAGA

Gates: The password is dead

Smart cards and 64-bit are the future says Microsoft chief.



Password PKC & PKI

is Dead
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Fassword PKC & PKI

is Dead
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Biometrics
is Dead
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Password
Others

OTP: One Time Password

/T&’L&._(Ej]n_,\ /?~\ ] SecurelD

SecurelD, from RSA Security, Inc., is one of the most widely used time-based to-

E == %%‘\ Hﬂ (TO (en) kens. One. version ?f the pl’Odl:lCt generates the one-time password by using a
re — .\.u.| . mathematical function on the time, date, and ID of the token card. Another ver-
%——EI:—J- 'Lﬁ%/__ }ﬂz sion of the product requires a PIN to be entered into the token device.

E"] $E }E % *[I] 2] [l '_:' "' =1 RSA SECURID TIME=SYNCHRONOUS TWO-FACTOR AUTHENTICATION
5 EOmE A | ER iy

Token code: 345734 RSA Token code: 345734

REFE AR5 21 (I
18], SEFF)NME <?m'mwon
i SSEEETMHE St

. . |
_ﬂ] % o  E—— RAS, VPN,
SSL=VPN,WLAN,
Web, and more

HAR4A: Admin
mECZ TH 2468234836

Algorithm Same algorithm

2t
Time oo Seed Same time oo Same seed
iUCTH‘é‘rﬁl

Used by permission of RSA Security, Inc., © Copyright RSA Security, Inc. 2004
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Others

1Password

When it's too important to go anywhere else.

Fhs S\ RO

@ Gmail (Personal)

Bank of America

(IMPORTANT ) (WORK
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a Amazon.com
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Others

User Input Output password
> Proxy >
Easy-to-remember Complex password
password without a meaning

pu'r'du‘e'c's » P
1{hASEHEEES 2fMA 3fh 4 531 | EREHRZE
pu'ren‘du‘e’'cu'suan > . — >
N SEERS of A 37 4% 51} | A SEE
p'r'd'e'cu'suan v . " :: Z
I EHEE: A 3EA aRA 5ER | | |BEEEER 00 | o




Password

Others
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® Single password e M-
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Password

Others

security token

CardSpace

Identity Providers

4) Present
security token

3) Get
security
token

1) Get

requirements ettt

I Tormation Cara s
Information Card 3

2) Select
desired identity
by choosing an

information
card
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OpenlD Authentication

Who are YOU™? Send me a Please write a referra
W W
notarized referral letter /' \\\ stating that I'm user@gma
agim e in] ¥ b
arr
Here IS the \J n 1
— —
ceruicats
C 5 C S
name: Real Name name: Real Name
email: user@gmail email: user@gmail
notary: Google \ notary: Google

I OpeniD B=RIDM, ETURI
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OpenPDS
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Sources of
the user’s

(_
) & facebook _‘

personal data
N
User/Owner
Collects
personal data
into PDS#1
-~
User/Owner ~/
managei /
PDS#/1 N J(‘) N %‘) N _5 ~
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‘ Cloud Provider's
Q Virtualization Platform

User
(owner of

PDS#1)

TPM

USB

Personal Data Store Provider
(PDSP)

Other

sources of
data

Relying Party (RP)
accesses de-personalized
data in PDS#1 (with the
Owner’s consent) through
N\ the OpenPDS Group
\Cgmputation Framework
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Theory

on Password has lagged

practice
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Practice

® “Since many user-created password are particularly easy to
guess, all passwords should be machine-generated™

® Users “shall be instructed to use a password selected at
random, if possible, or to select one that is not related to their
personal identity, history, or environment”

® “Pick something you cannot remember, and do not write it
down™

® [ndependence when choosing multiple passwords

Users are also typically the most difficult component to model

Impossible for human to follow
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Practice

o OSHIEILZE] vs OSHISEFRZ (8]
o KE. fJpktx. EE. HXM

o T2 vs AN

o TFHEM vs ERFM

® [%checker vs blacklists

® offline vs online attack
o [<itim
o — REMIE o IEEBEMNRMHIWE



Web Authentication as
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Authent.icati.on %ﬁﬂ(] ] /v\;ﬁﬂ

as Classification

® 2000s: =T MPurtEE, O<LTEN—" signal

o H<oRsignal: Ipihilk, IV E. Niwzs{E5 5. cookies. B kA
8], O<LBWARLIVAEFIE. BHIEHER

o JNMEHNGERAZE—T0/1, ME—T&ITE

® Continual authentication o LEITIETIR ¢ BISIEYATR
® Multilevel authentication o IEEURENSFEY

® Progressive authentication o EZWHAFEIE, PaF)
® winner-take-all o R RIRA TG

® two sided market ° XEOR




Password il
A<t

Leakage

R q g O 200 "
CSDN Linked[l] ., o 2Nkt fgmyspace.com

EHREARNFRXITHKX

600w 600w 5000w 1z 4.271¢
| | | | | -
20M 2012 2013 2015 2016

Traditional Salt Hash

Username PassSalt HashPwd
Usernamel PassSaltl p HashPwdl
username?2 PassSalt2 p HashPwd2
Username(i) PassSalt(i) p HashPwd(i)

............ >
Username(n) PassSalt(n) p HashPwd(n)




Password

Leakage

Index
7210
7211
7212
7213
7214

Plain Text

Effluvium

Effort —

Effusive

Eft

egalitarian

Hash Index
y» er4345dg 7210
> elggw3 7211
7212
> jkl244 7213
> fgt24 7214
passwordl  abcl23 / myspacel  password
L Blink182 gwertyl fuckyou 123abc
baseballl footballl 123456 soccer
monkeyl liverpooll  princessl jordan23
slipknotl supermanl  iloveyoul  monkey




Password ErsatzPasswords

Leakage
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Salt=HDF(P || U) & P*

@ B=Hash[HDF(P || U)&S || S] PARSEO<
» Username Salt B < B BoHash(P* || S) P “ELS"
Usernamel Saltl Bl
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Username(n) Salt(n) B(n)
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PolyPassHash

F(Password, Salt) = HashPwd

ARFU

Username Salt Share No Stored data
Usernamel Saltl 1 Stored datal
username?2 Salt2 2 Stored data?2
Username(i) Salt(i) [ Stored data(i)
Username(n) Salt(n) n Stored data(n)
Y
= =&

l

-<€—-Stored data=Share@HashPwd
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Password

Leakage

?

F(PasswordS, Salt) = HashPwdS —l

FFU

UsernameS Salt HashPwdS
UsernameS1 Saltl HashPwdS1
usernameS2 Salt2 HashPwdS2
UsernameS(n) Salt(n) HashPwdS(n)
UsernameV Salt HashPwdV
UsernameV1 Saltl HashPwdV1
usernameV?2 Salt2 HashPwdV2
UsernameV(n) Salt(n) HashPwdV(n)

1

F(Passx*ordv, Salt) = HashPwdV
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Honeywords

F(Password, Salt) = Hasthd—l

HoneyChecker

l FfEUsernamelFIEL S ZEHIXER

HashPwd €——11EsO0<$+4Honeywords

FFU

Username Salt
Saltl HashPwd1l
Salt2 HashPwd2

-

Usernamel Salt3 HashPwd3
Salt4 HashPwd4
Salt5 HashPwd5
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Homework 1R E{EN

o EOKIRNEI MEX :

B Ari Juels et al. Honeywords: Making Password-
Cracking Detectable. In Proc. CCS’201 3.

FKE: Introduction. Technical Description.

Related Work . Open Problems. Discussion and
Conclusion

TR ERM!
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