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• 01: 

• 02: Face

• 03: PINSlide

• 04: 

• 05: WIFI

• 06: 

• 07: CAPTCHA

• 08: 

• 09: 

课程项目－分组和选题



• 10 25 01-05

• 10 24 11
PPT github

• PPT

• 3 Slide
5 Q&A

•
Q&A

课程项目－选题汇报

• 11 1 06-09



•
•
•
•

课程内容



尽管存在大量的其余选择 

文本口令 
依然是最常用的认证机制



身份认证Authentication

? 



身份认证因子Authentication

• Something you are /can do

• Fingerprint

• Voice

• Something you know

• Password

• Image

• Answer

• Something you have

• OTP

• Smart Card

• USB Token

• Mobile Phone



文本口令

•
 

•

Text Password



•

文本口令

• passphrase
passcode personal 
identification number
watchword access word

Text Password

https://www.wired.com/2012/01/computer-password/

1960

MIT
CTSS

56



文本口令Text Password



文本口令优缺点

•
•
•
•
•

•
•
•
•
•

Text Password



 Password  
is  

        Dead？



• 1960: MIT CTSS 

• 1970: MULTICS Hash  

• 1979: crypt() hash salting

历史

• 2004: Bill Gates, “the password is dead”

• 1985: Green Book 

• 1985: NIST FIPS 112

Password     
is Dead



PKC & PKI

•

•
•

•

•

mid-1990s

Password     
is Dead



PKC & PKI

•
•
•
•
•

Password     
is Dead



BiometricsPassword     
is Dead



攻击指纹Password     
is Dead



 Password  
is  

           Imperfect 

 But … …



OTP: One Time PasswordPassword 
Others

( )
(Token)

(
)



口令管理Password 
Others



口令管理Password 
Others



• Single password 
to all resources, 
One Password For 
Everything

SSO

  

Password 
Others



CardSpacePassword 
Others



OpenID

IDM URI

Password 
Others



OAuth

Dropbox

Facebook

Flickr

Google

Instagram

LinkedIn

Microsoft

QQ

PayPal

Salesforce

Sina Weibp

Twitter

Yahoo

• OAuth

• Oauth

• OpenID

2

Password 
Others



OpenPDSPassword 
Others



 Theory  
on Password has lagged 

practice    



• “Since many user-created password are particularly easy to 
guess, all passwords should be machine-generated” 

• Users “shall be instructed to use a password selected at 
random, if possible, or to select one that is not related to their 
personal identity, history, or environment” 

• “Pick something you cannot remember, and do not write it 
down” 

• Independence when choosing multiple passwords 

• … …

口令建议和要求

Impossible for human to follow

Theory vs 
Practice

Users are also typically the most difficult component to model



•  vs  

•  

•  vs  

•  vs  

• checker vs blacklists 

• offline vs online attack 

•  

•

口令强度Theory vs 
Practice

•



Web Authentication as 

Classification    



• 2000s: signal

• signal Ip cookies

• 0/1

新的口令模型Authentication 
as Classification

• Continual authentication

• Multilevel authentication

• Progressive authentication

•  vs 

•
•
•
•

• winner-take-all

• two sided market



口令泄漏Password 
Leakage

Username

Username1

username2

......

Username(i)

......

Username(n)

HashPwd

HashPwd1

HashPwd2

......

HashPwd(i)

......

HashPwd(n)

PassSalt

PassSalt1

PassSalt2

......

PassSalt(i)

......

PassSalt(n)

Username

Username1

username2

......

Username(i)

......

Username(n)

HashPwd

HashPwd1

HashPwd2

......

HashPwd(i)

......

HashPwd(n)

PassSalt

PassSalt1

PassSalt2

......

PassSalt(i)

......

PassSalt(n)

Traditional Salt Hash (b)
MixPassword



字典攻击

Index 

7210 

7211 

7212 

7213 

7214 

Plain Text 

Effluvium 

Effort 

Effusive 

Eft 

egalitarian 

Hash 

Hash 

er4345dg 

e1qqw3 

edf234 

jkl244 

fgt24 

Index 

7210 

7211 

7212 

7213 

7214 

Jdoe:345ert:16:24:Cathy Roe:/home/croe:/bin/csh 

Stewart:edf234:16:24:Mark Stewart:/home/stewart:/bin/csh 

Andy:wer345t:16:24:Andy O Ram:/home/andy:/bin/csh 

Password 
Leakage



ErsatzPasswordsPassword 
Leakage

加密 存储

泄库

获得该文件

输入P&U

Username

Username1

username2

......

Username(i)

......

Username(n)

Salt

Salt1

Salt2

......

Salt(i)

......

Salt(n)

用户U

β

β1

β2

......

β(i)

......

β(n)

Salt=HDF(P || U) ⊕ P*

攻击者A

服务器S

① β=Hash[HDF(P || U)⊕S || S] P为真实口令
② β=Hash(P* || S) P*为“假口令”

推算出P*输入S
代入①计算不等于β

代入②计算等于β，则触发警报

PUF+HSM 



PolyPassHashPassword 
Leakage

加密 存储

脱库

获得该文件
输入

Username

Username1

username2

......

Username(i)

......

Username(n)

Salt

Salt1

Salt2

......

Salt(i)

......

Salt(n)

用户U

Share No

1

2

......

i

......

n

F(Password, Salt) = HashPwd

攻击者A

服务器S

Stored data

Stored data1

Stored data2

......

Stored data(i)

......

Stored data(n)

Stored data=Share⊕HashPwd

计算K次Stored data⊕HashPwd
得到K个share对(x, f(x))，才能算出常数项
通过拉格朗日插值法计算得到f(x)
才能得到所有的HashPwd

内存中

攻击



SAuthPassword 
Leakage

泄库

获得该文件

输入

UsernameS

UsernameS1

usernameS2

......

UsernameS(n)

Salt

Salt1

Salt2

......

Salt(n)

用户U

HashPwdS

HashPwdS1

HashPwdS2

......

HashPwdS(n)

F(PasswordS, Salt) = HashPwdS

攻击者A

服务器S

UsernameV

UsernameV1

usernameV2

......

UsernameV(n)

Salt

Salt1

Salt2

......

Salt(n)

HashPwdV

HashPwdV1

HashPwdV2

......

HashPwdV(n)

服务器V
F(PasswordV, Salt) = HashPwdV



HoneywordsPassword 
Leakage

加密 存储

泄库

获得该文件

输入

Username Salt

Salt1

Salt2

Salt3

Salt4

Salt5

用户U

HashPwd

HashPwd1

HashPwd2

HashPwd3

HashPwd4

HashPwd5

F(Password, Salt) = HashPwd

攻击者A

服务器S

Username1

HoneyChecker

1个真实口令+4个Honeywords

存储Username1和真实口令之间的关系



课后作业

•
➡ Ari Juels et al. Honeywords: Making Password-

Cracking Detectable. In Proc. CCS’2013. 

Introduction Technical Description
Related Work Open Problems Discussion and 
Conclusion

Homework
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