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Usable Security  

Overview



可用性

• The extent to which a product can be used by specified users 
to achieve specified goals with effectiveness, efficiency, and 
satisfaction in a specified context of use.

• It is essential that the human interface be designed for ease of 
use, so that users routinely and automatically apply the protection 
mechanisms correctly. Also, to the extent that the user’s mental 
image of his protection goals match the mechanisms he must use, 
mistakes will be minimized.

—Proc. IEEE 1975

—ISO 9241-11: 1989
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可用安全Usable 
Security

• Give end-users security controls they can understand 
and privacy they can control for the dynamic, pervasive 
computing environments of the future.” 

—Computing Research Association 2003
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• HCI

• UI



为什么需要可用安全

•

bug

•   If you 
want security, you must be 
prepared foe inconvenience

•

•

•

•

•
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可用安全面临挑战Usable 
Security
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起源

Symposium on Usable 
Privacy and Security

• User-Centered Security, NSPW 1996

• User Are Not the Enemy, CACM 1999

• Why Johnny Can’t Encrypt:  A Usability Evaluation of PGP 5.0, 
USENIX Security, 1999

Security and Usability
Designing Secure 
Systems that People 
Can Use
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可用安全的目标Usable 
Security
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安全不可见Usable 
Security

•
• SSH SSL VPN IBE

•



安全与隐私可理解Usable 
Security
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一个例子：Privacy BirdUsable 
Security

• Web

✴
• Privacy Bird

✴
✴

http://www.privacybird.org/

http://www.privacybird.org


SlidePIN:  

Slide-based PIN Entry Mechanism  
on Smartphones 



背景SlidePIN
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什么是肩窥攻击

• Shoulder Surfing

•
ATM

PIN

 

•

• 20
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肩窥攻击产生原因
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相关工作

1245
1245

Visible Channel

Direct Entry

Eye tracking

Tactile sensor
Pressure sensor
Vibration sensor

Special human-computer Interface

Back-of-Device interface

… …
Physical block

Human-computable challenge-response

Colors
Symbols

Directions
… …

Additional factors

Keypad layout 
Challenge 

Hardware support

Computing burden

Memory burden

Deployment costs
   Invisible  
   Entry 
   Mechanism

   Indirect 
   Entry 
   Mechanism
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PINEntry

A PINEntry Method Resilient Against Shoulder Surfing@ CCS 2004

SlidePIN



ColorPIN

ColorPIN-Securing PIN entry through indirect input @ CHI 2010

SlidePIN



BoD AuthE

Back-of-Device Authentication on Smartphones @ CHI 2013

SlidePIN



SlidePIN概念

 Slide input is faster
 Slide input is more secure

 Input with random 
numeric keypad is 
more secure

Slide

Random 
Keypad

1245

*381629458#

PIN

SlidePIN

Word-Gesture Keyboard

Slide-based PIN Entry Mechanism

SlidePIN



模型分析

Layout 1

Layout 2

Trajectory 1

Trajectory 2

Sequence 2

Sequence 1

Slide Map Function

Attack Function

*1472341859#

*381629458#

F ( PIN, Layout )    Sequence

F   ( Sequence 1 )    PIN-1

F   ( Sequence 1,-1

Sequence 2,

Sequence n)     PIN
… …

One-Time

Multi-Time

PIN: 1245

SlidePIN



实验设计

Preparation

Unlock
Experiment

Attack
Experiment

Sequence Length
Experiment

Avg Dist
Between 

Keys

Sequence 
Length 
Analysis

Orientation
Time

Unlock
Time

Error
Rate

Slide
Sequences

LCS
Analysis

20 students

Sequence
Length:
No limit

Sequence
Length:
9-15

10*6
20*6 20*6*4

Group Input Keypad

� Click Traditional
2 Click Random
3 Slide Traditional
4 Slide Random

Group 4Group 1,2,3,4

SlidePIN



序列长度分析

Why

* 0123456789 0123456789 0123456789 0123456789 #

*3816279450#

*381629450#

*31629450#

Too long

Too short

How

Estimate 
of
Distance 
between Keys

D(A)=(1.03+2.24+1.11+2.08+3.03+2.25+2.84+4.00+3.33+3.83+4.88) /11    2.78

20 students
* 6 times

SlidePIN



序列长度分析

D(B) = 2.38
D(C) = 2.25
D(D) = 1.87

P(Z3) = 1
P(Z2) = 1/6
P(Z1) = 1/200

D(Z3) = 11.55
D(Z2) = 10.82
D(Z1) = 8.08

8.08 * 1.87  15.11 9 - 15

Davg =
(D(A)*2+D(B)*2)
+D(C)*4+D(D)*2) 
/ 10    2.31

SlidePIN



序列长度分析

• Estimate of Sequence Length

� Mean value of sequence length: 11.55 vs 11.46

� Lower threshold of sequence length: 9

� Upper threshold of sequence length: 15

SlidePIN



安全性分析

 9 10 11 12 13 14 15
PIN 126 210 330 495 715 1001 1365

• Shoulder surfing attack

• Guessing attack

� Brute force attack

� Dictionary attack

• Replay attack

� Random numeric keypad

Times u1 u2 u3 u4 u5 u6 u7 u8 u9 u10
2 6 6 6 6 7 6 6 7 6 4
3 5 5 4 4 4 4 4 5 4
4 4 4 4

One-Time

Multi-Time

SlidePIN



可用性分析

• Orientation time
������ Average Standard 

Deviation
Threshold 

Value
1 0.687 0.133 0.989
2 1.064 0.199 1.510
3 0.798 0.293 1.846
4 1.186 0.225 1.713

SlidePIN



可用性分析

• Unlock time

� Sliding is faster

� Input sequences become longer

� Random number keypad increases unlock time

SlidePIN



可用性分析

• Error rate

� Sequence length limit

� Start point and end point

� Not familiar enough

• Cost of learning

� SlidePIN is built based on 4-digits PIN

� SlidePIN is easy to use

� SlidePIN is interesting to use

Groups Error Rate
1 1.67%
2 3.33%
3 7.69%
4 13.04%

SlidePIN



讨论

*021939168#

2: Same adjacent Digits

4: Smudge attack

1: Fixed start point and end point

3: PIN storage

PIN: 
1245

PIN: 2118

5:  Attack based on Features

Device ID or SIM ID

Key

PIN

encrypt

SlidePIN
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