Information Security
Engineering

2017.09.20

S Huiping Sun(Fh &)
Y ™ school of Software and Microelectronics, Peking University sunhP@SS.Pku.edu.Cn



mailto:sunhp@ss.pku.edu.cn

Usable Security

Overview



Usable

Security

® [t is essential that the human interface be designed for ease of
use, so that users routinely and automatically apply the protection
mechanisms correctly. Also, to the extent that the user’s mental
image of his protection goals match the mechanisms he must use,

mistak ill minimized.
stakes will be € —Proc. IEEE 1975

® The extent to which a product can be used by specified users
to achieve specified goals with effectiveness, efficiency, and

satisfaction in a specified context of use.
—ISO 9241-11: 1989
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® Give end-users security controls they can understand
and privacy they can control for the dynamic, pervasive
computing environments of the future.”

—Computing Research Association 2003
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® User-Centered Security, NSPW 1996
® User Are Not the Enemy, CACM 1999

® Why Johnny Can’t Encrypt: A Usability Evaluation of PGP 5.0,
USENIX Security, 1999

Symposium on Usable
Privacy and Security

Security and Usability -
Designing Secure

Systems that People

July 6-8, 2005 Can Use
Pittsburgh, PA
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—4~I+F: Privacy Bird
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SlidePIN:

Slide-based PIN Entry Mechanism
on Smartphones
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Indirect Human-computable challenge-response
Computing burden Entry
Memory burden Mechanism 4_“ Keypad layout
t «<Additional factors
¢ Colors
1245 v¢ Symbols
______ >~ % Directions
v¢ Physical block C@ ......
v Eye tracking Bob
¥ Tactile sensor
3¢ Pressure sensor
% Vibration sensor Invisible Hardware support
¢ Back-of-Device interface Entry Deployment costs

Mechanism

Special human-computer Interface



SlidePIN PINENtry

HE :
45|
H: B8

ARRES

Sile

T
e[
H:a
7jela
#|0]c

B

A PINEntry Method Resilient Against Shoulder Surfing@ CCS 2004
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Digit: 1
Color: black
Press: Q

Digit: 2
Color: red

Digit: 3
Color: white
Press: H
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Figure 1: Exemplary PIN entry with ColorPIN. To input the PIN 1(black) 2(red) 3(white) 4(black) the user inputs the letters
“QFHL". After each key press, letter assignment changes randomly.

ColorPIN-Securing PIN entry through indirect input @ CHI 2010
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BoD AuthE

Filgure 1. BoD (Back-of-Device) Shapes authentication concept. a) Typ-
Ical hand posture when using one-handed Input for authentication. b)

The user authenticates by performing a row of simple shapes on the
back. ¢) Example of a user performing a single-stroke shape (**Down™).

Back-of-Device Authentication on Smartphones @ CHI 2013
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PIN

SlidePIN
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*381629458#

Input with random

Slide-based PIN Entry Mechanism
|
SOLEC  numeric keypad is
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| more secure

Slide input is faster
Slide input is more secure
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' Preparation '

Sequence

Length:
No limit 1 20 students

A 4

Sequence
Length:
9-15

Sequence Length
Experiment

20%6

Unlock
Experiment

20%6*4 | Group 1,2,3,4

Group | Input Keypad
1 Click Traditional
2 Click Random
3 Slide Traditional
4 Slide Random

N s

|

Avg Dist Sequence

Between Length
Keys Analysis

Time Time

Orientation Unlock Error

Rate

I

Attack
Experiment

éGroup 4
:107%6

A 4

Slide LCS
Sequences Analysis
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Too long  |* 0123456789 0123456789 0123456789 0123456789 #

138162754504
Why How ik

*381629450#

20 students
Too short *31629450# * 6 times 2564

oon ooE 0

i | ) Estimate
i of
- | . Distance
v
— - — between Keys
(a) (b)

(D(A)5(1.03+2.24+ 1.1 [ +2.08+3.03+2.25+2.84+4.00+3.33+3.83+4.88) /| I{2.78)
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1 10~2.31

P(Z3) = I D(Z3) = 11.55

P(Z2) = 116 D(Z2) = 10.82

P(ZI) = 1/200 D(ZI) =8.08
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® Estimate of Sequence Length
* Mean value of sequence length: 1 1.55vs |1.46
* Lower threshold of sequence length: 9

* Upper threshold of sequence length: |15

11.5%
10.7% 9.8%

10%  prrrrrsErsrsEawEEaw 7.3% FreTTTRETTERRTTRREEE |
5% 4% “% 3.2% E 3.3% :

0% ' 0.8% I . ' 0.8% g0 ;
0% E E - |

--------------------- Sequencelength
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® Shoulder surfing attack

| Sequence Length 9 |10 11 |12 |13 |14 |15
One-Time PIN 126 1210 1330 495 (715 1001 1365

Times ul \u2 u3 w4 wd w6 1’7 |us u9 ull
Multi-Time 2 6 6 6 |6 |7 |6 6 7 6 4
3 5 15 |4 |4 4 4 4 5 4

4 4 |4 4
® Guessing attack ® Replay attack
* Brute force attack * Random numeric keypad

* Dictionary attack
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Groups | Average S tan.da.rd Threshold
Deviation |  Value
® Orientation time 1 0.687 | 0.133 | 0.989
2 1.064 0.199 1.510
3 0.798 0.293 1.846
4 1.186 0.225 1.713

0. 687 LU 989

Group 1 % l%e g o °o° .°
Q:oc;c%jO": °3e °

1. 106 1.510

Group 2 ° o T e Y |

%7 %'@£=°g°8 |
"""""""""""""""""" 0.897 . LB4e T
Gl”OUp 3 cors °.:‘-“c° o, L: : — ° °I °

:°£° ° ° o o °
1. 186 1.713

Group 4 e o:,° q"; °t°°c g°, 8@" ° o|° o

B 2o ol o o ol % . Orientation Time (s]

0.5 ’ > rTo-° °° 1.5 2.0 2.5
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® Unlock time
* Sliding is faster
* Input sequences become longer

* Random number keypad increases unlock time

Duration(s) i :
Red : 1 1§ i 8
Green: 2 : i I
Blue : 3 ? !
Black: 4 :

D
T=a+b*log2(w+1)

Difficulty

) 0.5 1.0 1.5 2.0 2.5




SlidePIN Al TSt

® Error rate Groups

Error Rate

* Sequence length limit

1.67%

3.33%

% Start point and end point

7.69%

A W N

* Not familiar enough

13.04%

® Cost of learning
* SlidePIN is built based on 4-digits PIN
* SlidePIN is easy to use

* SlidePIN is interesting to use
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| : Fixed start point and end point 2: Same adjacent Digits
3: PIN storage \/ . 5: Attack based on Features

4: Smudge attack

Device ID or SIMID |

Key
l encrypt
PIN
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