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Ross Anderson. 

Security Engineering 

Second Edition

Wiley. 2008

课程教材

http://www.cl.cam.ac.uk/~rja14/book.html
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安全是什么？
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• Security engineering is about building system to remain 
dependable in the face of malice, error, or mischance. As a 
discipline, it focus on the tools, process, and methods needed 
to design, implement, and test complete systems, and to adapt 
existing systems as their environment evolves.

• Security engineering requires cross-disciplinary expertise, 
ranging from cryptography and computer security through 
hardware tamper-resistance and formal methods to knowledge 
of economics, applied psychology, organisations and the 
law.
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经济学 >>>> 信息安全
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信息安全：技术视角 vs 经济学视角
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心理学 >>>> 信息安全



信息安全中 

人 
是最弱的一环！
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人际交流改变
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人的能力是有限的！ 

人是会犯错误的！ 

人与人是不同的！ 



手机解锁Weakest 
Link



心理学基础

• Recall

• Recognition

• Cured Recall

Dual Coding Theory

Recognition is an easier 
memory task than recall

With the aid of a retrieval 
cue, more information can 
be retrieved

Weakest 
Link



社会学 >>>> 信息安全



信任是社会交互的 
润滑剂

World type
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EarthHell Paradise

Trust importance



信誉、信任、互利Reputation

Reputation

Trust Reciprocity Net Benefit
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Be nice to  
others who 
are nice to 

you
Tit-for-tat



Google ScholarReputation



eBayOnline 
Reputation



主要应用Online 
Reputation
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人工智能 >>>> 信息安全
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大数据 >>>> 信息安全



数字技术威胁BigData
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设备指纹

Identification
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