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• Security engineering is about building system to remain 
dependable in the face of malice, error, or mischance. As a 
discipline, it focus on the tools, process, and methods needed 
to design, implement, and test complete systems, and to adapt 
existing systems as their environment evolves.

• Security engineering requires cross-disciplinary expertise, 
ranging from cryptography and computer security through 
hardware tamper-resistance and formal methods to knowledge 
of economics, applied psychology, organisations and the 
law.
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信息安全的不同视角：密码运算
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信息安全：技术视角 vs 经济学视角
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差别定价

• 1000

• 1 $4000

• 300 $3000

• 1000 $1000

• 800 $1400

•

InfoSecEcon



公用品悲剧
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信息安全柠檬市场
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什么时间考虑信息安全
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信息安全事件披露

• Toxic Release Inventory (TRI) 1986
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信息安全模型

• weakest link 
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策略性攻击
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分布式拒绝服务攻击 (DDOS)InfoSecEcon



博弈模型InfoSecEcon
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计算环境变迁

区块链

Client-Server

P2P
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分布式系统
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Peer to Peer

The Social Network
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BitTorrent
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信任是社会交互的 
润滑剂
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FICO模型

http://www.fico.com/
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信用评分

• Credit scoring is a set of decision models that aid lenders in the 
granting of consumer credit.  These techniques are used to decide 
who will get credit, how much credit they should get, what price 
they should get it at, and what operational strategies will enhance 
the profitability of the borrowers to the lenders.
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社会工程学
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网络钓鱼
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人际交流改变
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证书
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可用性定义

• The extent to which a product can be used by specified 
users to achieve specified goals with effectiveness, efficiency, 
and satisfaction in a specified context of use. ISO 9241-11: 1989
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可用安全起源

• It is essential that the human interface be designed for ease of 
use, so that users routinely and automatically apply the 
protection mechanisms correctly. Also, to the extent that the 
user’s mental image of his protection goals match the 
mechanisms he must use, mistakes will be minimized.

—The Protection of Information in Computer System. In Proc. IEEE 1975

• User-Centered Security, NSPW 1996

• User Are Not the Enemy, CACM 1999 

• Why Johnny Can’t Encrypt:  A Usability Evaluation of PGP 5.0, 
USENIX Security, 1999
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可用安全

• Give end-users security controls they can understand 
and privacy they can control for the dynamic, pervasive 
computing environments of the future.” 

—Computing Research Association 2003
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为什么需要可用安全
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可用安全面临挑战
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可用安全的目标
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图灵测试 vs 反向图灵测试
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CAPTCHA定义

• CAPTCHA
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CAPTCHA vs AI
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Tag Q&A
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算法正确性Human 
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Amazon Mechanical Turk

Mechanical Turk 18
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