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Course

Overview

® Security engineering is about building system to remain

dependable in the face of malice, error, or As a
discipline, it focus on the , process, and methods needed
to design, implement, and complete systems, and to

existing systems as their environment evolves.

® Security engineering requires cross-disciplinary expertise,
ranging from cryptography and computer security through
hardware tamper-resistance and formal methods to knowledge

of economics, applied psychology, and
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. Google Scholar
Economics

Paul Resnick M Go gle Scholar

University of Michigan
social computing, recommender systems, reputation systems, online Q
communities
Verified email at umich.edu - Homepage
o Citation indices All Since 2011
Citations 10185
Title  1-20 Cited by Year h-index : 32
i10-index 75 58

GroupLens: an open architecture for collaborative filtering of

netnews 5446 1994
P Resnick, N lacovou, M Suchak, P Bergstrom, J Ried|
Proceedings of the 1994 ACM conference on Computer supported cooperative ...

2008 2009 2010 2011 2012 2013 2014 2015 2016
Recommender systems
P Resnick, HR Varian 3844 1997

Communications of the ACM 40 (3), 56-58 Co-authors View all. .

Reputation systems John Ried|
P Resnick, K Kuwabara, R Zeckhauser, E Friedman 2623 2000
Robert E. Kraut

Communications of the ACM 43 (12), 45-48
Sean A. Munson
Trust among strangers in internet transactions: Empirical analysis of

ebay’s reputation system 1840 2002
P Resnick, R Zeckhauser eric friedman
The Economics of the Internet and E-commerce 11 (2), 23-25

Caroline Richardson

Hal Varian
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Economics
is a set of that aid in the
granting of . These techniques are used to decide
who will get credit, credit they should get,
they should get it at,and what will enhance

the profitability of the borrowers to the lenders.
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® The extent to which a product can be used by specified

users to achieve
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® |t is essential that the human interface be designed for ease of
use, so that users apply the
protection mechanisms correctly. Also, to the extent that the
user's mental image of his protection goals match the

mechanisms he must use, mistakes will be minimized.
— The Protection of Information in Computer System. In Proc. IEEE 1975

® User-Centered Security, NSPW 1996
® User Are Not the Enemy, CACM 1999 *

® Why Johnny Can’t Encrypt: A Usability Evaluation of PGP 5.0,
USENIX Security, 1999
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Security

® Give end-users security controls they can
and privacy they can for the , pervasive
computing environments of the future.”

—Computing Research Association 2003

o WTREIoJf, HANERMBEEIBRLR, ANER
B2, §4\¢§Z7'<AJ\”7\3E%9€/L,\ IFFZETA

o BNEEZ=RAFPURIERAHITRRE
o ZEHCI (ANXE) 58E%=E
o BiHiUI: WTAFPFMIA LSS IRF]EE

(®
/)




Usable ‘ .
. HETEF

Security

THE ART OF
DECEPTION

= e
i X . 0_!
-.> 1

& William L. Simon

SOCIAL

- NGINE

ERING

The Art of Human Hacking

iy L

CHRISTOPHER HADNAGY




Jsable HHLEETARSE

Security

o FRAGRHAFPNZEMATE o HFAERREEE. MEMAR
FIINRZ AN ERY RUEEE
o NEIRAFPINARtEZERERY * HFA TR ARTLAERR
h
o LRI TTIERS: If you o P AIEBRMAINNIT RHTEN
want security, you must be lfmlas
prepared for inconvenience o FHP - AAE

* TESrHARIAM

o HBE%k
e N AR ERSN, o RItRMEEERATAMY

ATANZEEIFEREN | o RUT—1MaANZER5




Usable
Security

Al HZ & m|IEPER

o UEENELS, RBEAXITENENTRE

o BiBLRETANIEINTFAFPRIRE RS

o TERANARAERIER B, AF
MITEE D iER

o HF A HIERT A EMIEHITEZEHERAIES
o HFIRBINPITEREEKIES

o HFRBIEEIMZEIRR




Usable

Security

o WFHEENTHNLZEEZERE
o BEFSHUAIMINIMITREES
o AEHIERAVEEIR

o FRANKREREHEITE

o TEAAIN

o T MERFFIIERR

o JJIIZRF
o FHAEAFPM—YERF AR EINIATE
o Bt RGN A FRHAF T

PR g

RAPMZElE Bi%
ISR




Usable i é’ﬁ 55,‘] &

Security

o MIRITAIM BT FHIET2003E

o 2006, EEFEIEITIMFK2{LZETT




Usable

Security

Security Alert 3 X|

1\ Information you exchange with this site cannot be viewed of A ;rr?l:t:g? s security certificate is not
Y changed by others. However, there is a problem with the site's (]
seCUﬁt}’ Ceﬂ‘lcale You attempted o reach lersse ece ubc.ca, but the sener presentad a

certificate issued by an entity that is not trusted by your comgputer's
operating system. Thas may mean that the server has generatad its own

J) The security certificate was issued by a company you have security cradenials, which Google Chiome cannot rely oa for identity
mt Chosen [0 tlus[, vew ﬂw cal‘cde to dele(mm WMM information, or an attacker may be trying to intarcept your communications
you want to trust the oe(tlyng MM(iy, You should not procaed, especially i you have never seen this waming
before for tus ste
N The security certificate has expired or is not yet valid. Proceed anyway | Back lo saety |
A\ The name on the security certificate is invalid or does not Y T ——
match the name of the site Jits )
Do you want to proceed? b [ General W
r . Certificate Hierarchy
IBS ! HO ! YIOW Cemﬁcate ¥ Builtin Object Token:Verisign Class 3 Public Primary Certification Authority
¥ OU=www.verisign.com/CPS Incorp.lyy Ref. LIABILITY LTD.AC)97 VeriSign,OU=Veri...
Lommon Name (LN WED.0a-us CImpank.com web.da-us citibank.com
Organization (0) Citigroup
Organizational Unit (QU) GSO
Say serlal Number S8 AA4:AB:20:8175:DD:DC:SAEA 64 0E: 17:A4:9A:8D B
¥ webda-us.citibankcom
Issued By ¥ Cerdficate m
OK to Common Name (CN) <Not Part Of Certificate > Version
Organization (0) VeriSign Trust Network Serial Number
Organizational Unit (QU) VeriSign, Inc. f”“‘i“" Signature Algorithm
ssuer
Any Validity v Validity
Issued On 7/21/04 Not Before 4
Question =" ;
Fingerprints
SHAL Fingerprint DS:SED1:03:EA70:3A:97.7B:28:F8:0D:7B:97:FD:41:2B:F/
About MDS Fingerprint ABDRB:89:FA:9EB6:FA:8D:E5:DF:72:B5:0B:D5:DD:FE
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Table 1. Password characteristics.

Password characteristic Security focus Usability focus

Length Longer Shorter

Composition Heterogeneous characters Homogeneous characters
Uniqueness Forbid reuse Common passwords

Change frequency Often Seldom
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Human Computation
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Human Computation

function quicksort(A)
initialize empty lists Land G
if (length(A) < 1)
return A
pivot = A.remove(find pivot(A));
for x in A
if compare(x, pivot)
L.add(x)
else
G.add(x)
return concatenate(quicksort(L), pivot, quicksort(G))

Games with a Purpose

function pivot(A)
return randomindex(A);

function compare(x, pivot)
return human compare(x, pivot)
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What do you see?

taboo words

dog

Player | guesses: purse
Player 1 guesses: bag
Player 1 guesses: brown

Success! Agreement on “purse”

Player 2 guesses: handbag

Player 2 guesses: purse
Success! Agreement on “purse”
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Luis von Ahn

Computation
J::
e Carnegie Mellon University _2005
i H Bl
9K(LU|S von Ahn J
Human
> Manuel Blum @ Compurting

X Nicholas J.Hoper
X John Langford  2000%

20074
capture
rRe CAPTCHA
2008%F |
duolingo.com
r}n_:ﬁ*/_l_\ iE;“#?EZTtt) F 2006/-: http://video.google.com/videoplay!
T docid=-8246463980976635 143
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Your Account HITs Qualifications

amazonmechanical turk

Introduction | Dashboard | Status | Account Settings \ /E-J\ilj\ (Amazon)

Mechanical Turk is a marketplace for work. iﬁ*%j: H*{L%’EA

We give businesses and developers access to an on-demand, scalable workforce.
Workers select from thousands of tasks and work whenever it's convenient. (Mechan ical

433,482 HITs available. View them now.
Turk) XTEFE

Make Money Get Results ap A ﬂi’; ﬂ JAIM 2 HE

by working on HITs
HITs - Human Intelligence Tasks - are individual tasks that Ask workers to complete HITs - Human Intelligence Tasks - and :ij , ZE k ) ' A: H,J

you work on. Find HITs now. get results using Mechanical Turk. Reqgister Now

s niMachamical Tusk Workis yor: As a Mechanical Turk Requester you: %:I 5@ r H-_
o fin work fiom home * Have access to a global, on-demand, 24 x 7 workforce "—‘\ ’\ !
s Cliooss your oWn WorkiFious e Get thousands of HITs completed in minutes 2
*» Get paid for doing good work + ‘Pay, anly:when:yoli're: satisfied with:Ehe resuits ’ _‘X*HEHE Ei
Find an Earn Fund your Load your Get
Work account tasks results

f

interesting task

| Find HITs Now | | GetStarted |

TEHHEMNZEA (Mechanical Turk) XM EFEM18HLE—
MEFRRERENZEAFTRL, X
= M, HXENSARE—TEASRE—THEREF,
et EiRILZEs AFITRE,
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Theory on passwords has lagged practice,
where large providers use back-end
smarts to survive with Imperfect technology.

PAUL C. VAN ORSCHOT, AND FRANK STAJANO In CACM 2015
Passwords and
the Evolution

Of I m pe r-feCt- https://dl.acm.org/
Au th entication o cmric=2699590
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