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区块链Demo

https://anders.com/blockchain/
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密码学学习Blockchain 
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https://www.khanacademy.org/computing/computer-science/cryptography





易交



普通账本

 

Create 25 coins and credit to AliceASSERTED BY MINERS

Transfer 17 coins from Alice to BobSIGNED(Alice)

Transfer 8 coins from Bob to CarolSIGNED(Bob)

Transfer 6 coins from Carol to AliceSIGNED(Carol)

Transfer 15 coins from Alice to DavidSIGNED(Alice)

is this valid?
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比特币

 

Inputs: Ø
Outputs: 25.0→Alice

Inputs: 1[0]

Outputs: 17.0→Bob, 8.0→Alice
SIGNED(Alice)

is this valid?

finite scan to 
check for validityInputs: 2[0]

Outputs: 8.0→Carol, 7.0→Bob
SIGNED(Bob)

Inputs: 2[1]

Outputs: 6.0→David, 2.0→Alice
SIGNED(Alice)

we implement this 
with hash pointers

change address
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合并

 

Inputs: ...

Outputs: 17.0→Bob, 8.0→Alice
SIGNED(Alice)

Inputs: 1[1]

Outputs: 6.0→Carol, 2.0→Bob
SIGNED(Carol)

Inputs: 1[0], 2[1]

Outputs: 19.0→Bob
SIGNED(Bob)

...

...
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联合支付

Inputs: ...

Outputs: 17.0→Bob, 8.0→Alice
SIGNED(Alice)

Inputs: 1[1]

Outputs: 6.0→Carol, 2.0→Bob
SIGNED(Carol)

Inputs: 2[0], 2[1]

Outputs: 8.0→David
SIGNED(Carol), SIGNED(Bob)

...

...

two signatures!
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比特币交易Blockchain 
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多重签名问题

Big BoxI’m ready to pay for my purchases!

Cool! Well we’re using MULTISIG now, 
so include a script requiring 2 of our 3 
account managers to approve. Don’t 
get any of those details wrong. Thanks 
for shopping at Big Box!

?
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Pay for Script

Big BoxI’m ready to pay for my purchases!

Great! Here’s our address: 0x3454
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托管

PROBLEM: Alice wants to buy online from Bob. 
Alice doesn’t want to pay until after Bob ships.
Bob doesn’t want to ship until after Alice pays.

Pay x to 2-of-3 

of Alice, Bob, 

Judy (MULTISIG)
SIGNED(ALICE)

BobAlice

To: Alice
From: Bob

Pay x to Bob
SIGNED(ALICE, BOB)

(normal case)
Pay x to Alice

SIGNED(ALICE, JUDY)

Judy
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绿色地址

Alice BobPROBLEM: Alice wants to pay Bob.

Bob can’t wait 6 verifications to guard against 

double-spends, or is offline completely.

Pay x to Bob, y to Bank

SIGNED(BANK)

Faraday cage
It’s me, Alice! Could you make out  

a green payment to Bob?
Bank

No double spend

004 days since last double spend!
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小额多次交易

Alice
Bob

PROBLEM: Alice wants to pay Bob for each 
minute of phone service. She doesn’t want to 

incur a transaction fee every minute.

Input: x; Pay 01 to Bob, 99 to Alice
SIGNED(ALICE)___________

Input: x; Pay 02 to Bob, 98 to Alice
SIGNED(ALICE)___________

Input: x; Pay 03 to Bob, 97 to Alice
SIGNED(ALICE)___________

Input: x; Pay 04 to Bob, 96 to Alice
SIGNED(ALICE)___________

Input: x; Pay 42 to Bob, 58 to Alice
SIGNED(ALICE)___________

...

I’m done!
I’ll publish!

all of these could 
be double-
spends!

Input: y; Pay 100 to Bob/Alice (MULTISIG)
SIGNED(ALICE)

Input: x; Pay 42 to Bob, 58 to Alice
SIGNED(ALICE) SIGNED(BOB)

Input: x; Pay 100 to Alice, LOCK until time t
SIGNED(ALICE) SIGNED(BOB)

Alice demands a timed refund transaction before starting
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锁定时间

{

"hash":"5a42590...b8b6b",

"ver":1,

"vin_sz":2,

"vout_sz":1,

"lock_time":315415,

"size":404,

...

}

Block index or real-world timestamp before 
which this transaction can’t be published
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块区



比特币的区块结构Blockchain 
Technology
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比特币网络
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Hello World! I’m 
ready to Bitcoin!

getaddr()1, 7 getaddr()getaddr()
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比特币网络交易消息传播
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New tx!
A→B

A→B

A→B

A→B
A→B

A→B

A→B

A→B

A→B

A→B

A→B

Already 
heard that!
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比特币限制

• 10  

• 1M  

• 2  

• 100M satoshi  

• 21M  

• 50 25 12.5….  

• 250bytes  

• 7 (visa 2 1 Paypal 50-100)
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分叉

1

6

4

7

3

5

2

8

I found a nifty 
new block!

Block 24

Block 24

Block 24

Block 24

Block 24

Block 23
Block 23

Block 23

Block 23

Block 23

Block 23

Block 23

Block 23

24
24

24

24

That’s 
crazy talk!!

That’s 
crazy talk!!

PROBLEM: Old nodes will never catch up

 vs. 
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比特币存储

Hot storage Cold storage

online

hot secret key(s)

cold address(es)

payments

offline
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威胁

Charles Ponzi
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课后作业Homework



课后作业Homework

•
➡ In IEEE Computer Maganize 2017.
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