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上次课程内容回顾Blockchain 
Basics

•
•
•
•
•
• Hash Hash



本次课程内容Blockchain 
Basics



CurrencyCrypto



密码学CryptoCurrency
https://en.wikipedia.org/wiki/Alan_Turing



对称密码学 vs. 非对称密码学CryptoCurrency



DH vs. RSACryptoCurrency

Whitfield Diffie Martin Hellman

Ronald L. Rivest Adi Shamir Leonard Max Adleman

2002

2015

1976
1978

Ralph Merkle



PKI vs. PGPCryptoCurrency

Phil Zimmermann

1991

1999



货币CryptoCurrency



•
• 256

• O(n)

Hash函数

•
•
•

•

CryptoCurrency

•

http://www.fileformat.info/tool/hash.htm

https://en.wikipedia.org/wiki/Hash_function

Hash Table

https://en.wikipedia.org/wiki/Hash_table 

•
Distributed Hash Table

https://en.wikipedia.org/wiki/Distributed_hash_table

http://www.fileformat.info/tool/hash.htm
https://en.wikipedia.org/wiki/Hash_table


抗碰撞

2130 

99.8% 

CryptoCurrency



应用：Hash作为消息摘要

H(x) = H(y) x = y

hash

CryptoCurrency



隐匿性

• H(x) x

H(“heads”)

H(“tails”)

•

CryptoCurrency



隐匿性应用：承诺

nonce

com := commit(msg, nonce) 

msg
match := verify(com, nonce, msg) 

key msg

commit(msg) := ( H(nonce | msg), H(nonce) ) 

verify(com, nonce, msg) := ( H(nonce | msg) == com ) 

com msg

msg!=msg’, commit(msg,nonce) == 
commit(msg’,nonce’)

CryptoCurrency



SHA-256CryptoCurrency



Hash指针

• Hash

Hash

•  

•

•

CryptoCurrency



区块链CryptoCurrency



防止篡改CryptoCurrency



梅克尔树CryptoCurrency



成员证明

O(log n) 

CryptoCurrency



•

数字签名CryptoCurrency

•  

•  

•

https://en.wikipedia.org/wiki/Digital_signature

https://en.wikipedia.org/wiki/Digital_signature


不可伪造游戏CryptoCurrency



公钥即身份CryptoCurrency

•  

• 2 160  

• 2 63



高飞币CryptoCurrency



贪心币CryptoCurrency



贪心币CryptoCurrency



贪心币CryptoCurrency
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贪心币是中心化的

•

Decentralization



中心化 vs. 去中心

•  

•  

•
Internet, Email, IM,SNS

Decentralization



Peer to PeerDecentralization

The Social Network

Sean Parker Bram Cohen



比特币如何实现去中心

•  

•  

•  

•
•
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Decentralization



分布共识

• n

 

✴  

✴  

IP
DNS

Distributed DB, Email, PKI

Decentralization



比特币的分布共识

Pay to pkBob : H(  )

signed by Alice

• P2P  

• Alice  

• Bob P2P  

• A single, global ledger for the system 

•                                  

Decentralization



比特币的分布共识

Tx

Tx

…

Tx

Tx
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…

Tx
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Tx

Tx
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Tx

Tx
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Tx
Consensus

protocol

• Block

➡ Node: crash, malicious 

➡ Network: Imperfect (online, latency)

•
Global Time

Decentralization



拜占庭将军问题和Paxos

LESLIE   LAMPORT

2001

1982

2013

Decentralization



比特币的共识

•  

• Incentive 

✴  

•  

✴ 1  

✴

Decentralization



比特币和身份

•  (ID) 

• 50% 

• P2P ID  

✴ Sybil Attack 

• Pseudonymity

• ID  

•

Decentralization



比特币的共识机制

•  

•  

•  

•
 

• Hash

 vs. 

Decentralization



恶意节点

• • •

Decentralization



双重攻击防止：等待多次确认

6

Decentralization



激励节点诚实

Can we penalize the node 

that created this block?

Can we reward nodes 

that created these blocks?

 vs. 

Decentralization



比特币奖励

2100

Decentralization



挖矿

Output space of hash

Target 
space

PoW       

PoS        

Hash
 2014:10 20

Decentralization



总结

•  

•  

• P2P  

•  

•  

• Hash  

•  

•

security of 
block chain

value of 
currency

health of 
mining 

ecosystem

• 51  

➡

Decentralization



思考

•  

•  

•  

•  

•

Decentralization
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课程项目Projects

• (
)

•

•
•

•
• PPT

 ( )

• PPT Github



workHome



课后作业Homework



课后作业Homework

•
➡ In Harvard Business Review 2017.
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