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Existing Solutions
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SlidePIN Concepts

Slide-based PIN Entry Mechanism
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Model Design

PIN: 1245

Slide Map Function
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Experiment Design
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Sequence Length Analysis
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Sequence Length Analysis
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Sequence Length Analysis

® FEstimate of Sequence Length
X Mean value of sequence length: [ 1.55 vs | 1.46
X Lower threshold of sequence length: 9

X Upper threshold of sequence length: |5
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Security Analysis

® Shoulder surfing attack
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® Guessing attack

X Brute force attack

X Dictionary attack

® Replay attack

*  Random numeric keypad




Usability Analysis
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Usability Analysis

® Unlock time
X Sliding is faster
X Input sequence become longer

% Random number keypad increases unlock time
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Usability Analysis

® Error rate Groups

1

X Sequence length limit

X Start point and end point

*  No familiar enough
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® Cost of learning

% SlidePIN is build based on 4-digits PIN
X SlidePIN is easy to use

X SlidePIN is interesting to use



Discussion
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Conclusion

® SlidePIN performs better than 4-digits PIN against shoulder
surfing attack.

® At the same time, SlidePIN has acceptable usability.




